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Graphs are best at representing networks but
there are risk of loosing information

e Tabular data (incident matrix) contains more than the data elements.
Connectivity: Data elements are connected together within a row

a. A publication network

Org 1 3
Incident matrix @

] 3D
=
Org 2 T —
PubRef Organisations Keywords J
PubA ['Org2', 'Org3', 'Org4'] ['3D', 'Augmented Reality'] % “augmented reality”
PubB ['Orgl', 'Org2'] ['Computer Vision', 'Scene Reconstruction'] J‘
PubC ['Org3', 'Org4'] ['Augmented Reality', 'Scene Reconstruction'] ﬁ % “computer vision"
PubD ['Org3’', 'Org5'] ['3D', 'Augmented Reality'] | Org 4
OBV
- tructio
b. Co-occurrences of organizations with keyword as reference
M M M scene reconstruction {{Org 11,0rg 21}}
Edge colors highlight co-occurences in graph plontiin | Tk ot on T e T
: augmented reality {{Org 21, Org 33, Org 42, Org 5! }}
representation (oa o o s ot
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Co-occurrence
networks are
accurately represented
as hbgraphs where

rows represent hyper
bag (hb) edges

This kind of representation doesn’t scale
up. Complexity hinders insight.

b.(i) Support hypergraph

Org 5 (
g i F Org 4
Org 1 gi

IR

Org 3
Org 2

Vertex weighted degree ranking:

1. Org 2;
2. Org 3; Org 4;
4: Org 5; Org 1.

Hyperedge weighted cardinality
ranking:

1. CV, AR, 3D; 2. SR

b.(ii) Hb-graph

Org5
i . Org 4
Org 1 [
_i {"computer vision

{*scene reconstruction"}

SR

Org 2

{*augmented reality"}

Org 2

Vertex weighted m-degree
ranking:
1. Org 3;
2. Org 2; Org 4,
4: Org 5; Org 1.
Hb-edge weighted m-cardinality
ranking:

1. AR; 2: 3D; 3: CV; 4: SR
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Support Hypergra s
information st

is restored
in a single node type

Graph by adding a
feature on the edge
and using
interoperability
between chart and
graph

» — Keywords

Cardinality relation between edges and hyperedge: n(n-1)/2

Graph schema




Title Applicants Applicants Origine
Titlel ['App1', 'App2'] ['Ori1', 'Ori2']

Title2 ['Appl', 'App3'] ['Oril', 'Ori3']

Title3 ['App4’, 'App5', 'App6'] ['Oril', 'Oril', 'Orid']

Using single node type
graph and adding the
feature Title on the edges to
Visualise international
collaborations

Example: Patent encoding
and encryption landscape

Schema




Edge attributes

Hb-graph information
is restored in dual
node type Graph by

adding a feature on
the edge in the /
schema and ... ,4

Augmented Reality

Computer Vision Scene Reconstruction




(L

... Using Interoperability
between Graph and
Chart exploration




All feature values are nodes

CA
HilbertCurve
OTI LUMIONICS INC LANG ROBERT A
IZMAYLOV ARTUR ° Quantum image encryption and decryption method based on quantum DNA codec
] Quantum encryption °

UNIV QINGDAO TECHNOLOGICAL
METHODS AND SYSTEMS FOR SOLVING A PROBLEM USING QUBIT COUPLED CLUSTER AND BINARY ENCODING OF QUANTUM INFORMATION

o = CN
us OPTICAL KEY PROTECTED QUANTUM AUTHENTICATION AND ENCRYPTION
[ ]
CodeOREncodelnformation
BATRUNI ROY G UNIV TWENTE
SCHOTT AG Y
[ ]
[ ]
Quantum modulation-based data compression DE NL
[ ] One-time Pad Encryptinformation
DataCompression
Encode Information
Encode Information HilbertCurve

Quantum image encryption and decryption method based on quantum DNA codec
[ ]

Quantum modulation-based data compression

® Quantum encryption

METHODS AND SYSTEMS FOR SOLVING A PROBLEM USING QUBIT COUPLED CLUSTER AND BINARY ENCODING OF QUANTUM INFORMATION

DataCompression [

OPTICAL KEY PROTECTED QUANTUM AUTHENTICATION AND ENCRYPTION
L]

Encryptinformation CodeOREncodelnformation
One-time Pad

Simplified network: Features Applicants & Applicants location are on edges

Example:

Qantum encry
patent landsca

Edge details

Edge frequency
9

Connected nodes

Quantum encryption
Feature: Search terms

OPTICAL KEY PROTECTED QUANTUM AUTHENTICATION AND

ENCRYPTION
Feature: Title

Linked features
Applicants
SCHOTTAG 1 UNIVTWENTE 1

Applicants location

DE 1 NL 1

ption
pe

Adding semantic information on the edges

simplifies the network



Dynamic Network Modelling: Schema-
based graph generation

+ Chart, table and graph interoperability
+ In-graph search and trim operations



An overwhelming number of published items

e Publications™

’ % OpenAlex B Works ~ Q

Unsaved search =

| o Q, title & abstract "quantum technology” #
| Works 1 o

Photonic quantum technologies

2009 - Jeremy L. O'Brien, Akira Furusawa, et al. - A

Cited by 2,007 PDF

‘Quantum Estimation For Quantum Technology

2009 - Matteo G. A. Paris - int

al Jou

Cited by 1,325  PDF

Integrated photonic quantum technologies

2019 - Jianwei Wang, Fa Sciarrino, et al. - Nature Photonics

Cited by 1,166 PDF

Quantum technology: the second quantum revolution
2003 - Joi

vling, G. J. Milburn - Philasaphic: ciety A Mathematical Physical and

Cited by 866 PDF

Quantum technologies with hybrid systems

2015 - Gershon Kurizki, Patrice Bertet, et al. - Proceedings of

Cited by 705

Stats

57,610 results

[ year

> topic

O

O
O
O
O

Quantum Information and
Cryptography

Quantum Computing Algorithms and
Architecture

Photonic and Optical Devices

Quantum-Dot Cellular Automata

Quantum Dots Synthesis And
Properties

X

More

4776
4320
1874
1,367

1,249

Changing by the day

Log In Sign Up

o @ =<
X
ar
[ open access HE S
o,
47.2%
27,200
@ institution HE 4
[] Chinese Academy of Sciences 1,796
Centre National de la Recherche
1388
O Scientifique -
[[] United States Department of Energy 1317
[ Office of Science 838
[ MaxPlanck Society 641

*OpenAlex: https://openalex.org/works?filter=default.search%3AQuantum%20technology

**EspaceNet Advanced Search: https://worldwide.espacenet.com/patent/search?g=ctxt any "Quantum"

Home » Results

Query language: en de fr v

AND v  +Field

Title, abstract or claims v

quantum

m Reset

any v

— Group

e Patents**

140 826 results found 1/12/2024
140 687 results found  29/11/2024

List view List tent Sort by
Text only ~ Al v Relevance v
|:| (0 patents selected) Select the first 20 results

[ 1. DEVICE INCLUDING QUANTUM DOTS

US10056523B2 (A1) « 2018-08-21 - SAMSUNG RES AMERICA INC [US]

Earliest priority: 2009-11-11 + Earliest publication: 2011-05-19

...A method of making a device comprises forming a layer comprising quantum dots over a
substrate including a first electrode..., exposed surfaces of the fixed layer comprising quantum
dots to small molecules. The layer comprising quantum dots can be preferably

[J2. METHOD AND SYSTEM FOR OPTIMAL DECOMPOSITION OF SINGLE-QU...
US2015186587A1 (B2) + 2015-07-02 + MICROSOFT TECHNOLOGY LICENSING ...
Earliest priority: 2012-07-19 - Earliest publication: 2014-01-23

.. single-qubit quantum operation comprising a representation of a guantum-circuit generated
from a discrete, quantum-gate basis. The discrete quantum-gate basis comprises standard,
implementable quantum gates. The methods and systems employ a database of

Os. Coupled Asymmetric Quantum Confinement Structures

US2011121263A1 (B2) » 2011-05-26 + UNIV SEOUL IND COOP FOUND [KR]
Earliest priority: 2009-11-24 - Earliest publication: 2011-05-26

Implementations and techniques for coupled asymmetric quantum confinement structures are
generally disclosed.

Ca. Syndrome Of Degraded Quantum Redundancy Coded States
US2014201591A1 (B2) + 2014-07-17 « ALCATEL LUCENT USA INC [US]

Earliest priority: 2013-01-15 - Earliest publication: 2014-07-17

... receive n corrasponding physical objects of a physically processed, quantum redundancy
coded state. The n output ports are configured to output the n physical objects in the physically

processed, quantum redundancy coded state. The device is configured to measure

10


https://openalex.org/works?filter=default.search%3AQuantum%20technologies
https://worldwide.espacenet.com/patent/search?q=ctxt%20any%20%22Quantum%22

Rational for dynamic network modelling

* The main
component of a
graph of
publications from a
search in quantum
technology is far
too complex to be
insightful

CSX visualisation tool developed at CERN by Aleksander Bobic
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Sub-network of the most connected Concepts
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Trim &Expand Network
to d iSCOVe r Step 1: Select Node for Triming the network
additional topics

OpenAlex API, Search: “Qantum cryptography” in titles
Filter on Concept: “Algorithm”

Network
Nodes: OpenAlex Concepts
Edges: Titles (ranked)

Node colors Edge colors

1

=>» OpenAlex provides a ranking algorithm
=» The first 200 titles will not fully address a
particular Concept = Trim and Expand

=» The first 200 titles may not contain the
Concept you are looking for = Expand

(See next slide for Step 2 and 3) 15



& to focus on Quantum Cryptography Algorithm
(In-graph search)

Computer engineering Computer engineering
Deselect all ® .
Show all
Show selected
Fit graph to view Statistica.lphysms Distributed computing Statistical physics Distributed computing
Take screenshot .
Remove selected
Remove not selected Discrete mathematics Discrete mathematics
Remove invisible
Algorithm
Algorithm
Select node

Select component

Computer security Show direct connections

Jomputer security
N

Expand through node _
Theoretical computer science

Theoretical computer science Context expand through node

Remove hode

Quantum mechanics

Quantum mechanics

: Remove titles not related to Concept: “Algorithm” : Search for more titles related to Concept: ”Algoritl'im” in the
context of “Quantum Encryption” ©



After triming and expansion: Al as an emerging Concept

Concepts B3| pd X
14

Computer engineering 12
Arithmetic

. Discrete mathematics
Theoretical computer science . . 10
Computer security 8
6
Computer hardware
. Algarithm
—
2
0 o o eoeas

Artificial intelligence

frequency

s

Data mining o )
o™ ot e {0 o
. \e) (0 38 . o ((\0
A <« o S S e ’{(\ R
A "(\c‘\'b\ ) (b\CIO RO o o9 @t 2 i ‘(\’b 02’5?»
Label: Artificial p g o Q\i@" o 3@«\
. . o et
intelligence <@ o G & o
Computer vision Feature: concepts_|v_1

Neighbour count: 9

Egocentric view & corresponding chart:
Frequency: Appears 14
times in dataset Al Concept network after and
Search result count: expanding the in-graph search for titles
Appears in 14 search containing “Quantum Encryption” in the
context of Concept “Algorithm”

results

17



Al as an emerging concept

Sample of publications

TITLE Analysis of the applicability of artificial neural networks for the post-

quantum cryptography algorithms development
DO https://doi.org/10.1088/1742-6596/2032/1/012026

AUTHORS: Sabina Tarasenko | Nikita Andriyanov | A A Gladkikh

_)
TITLE Machine Learning Method with Applications in Hardware Security of
Post-Quantum Cryptography
DOI https://doi.org/10.1007/s10723-023-09643-4
AUTHORS: Haibo Yi
_>

With the emergence of quantum computers,
post-quantum cryptography is a subjet
matter of concern

Egocentric view

Algorithm

Theoretical computer science

Computer hardware

Arithmetic

Discrete mathematics

Artificial intelligence

Computer vision

Node colors Edge colors

0 1

Data mining
31 209
View all
Nodes
Search terms v & -

Computer engineering

Edges

—— Title x

Computer security

18



Outliers in Quantum

Cryptography for strategic
information

OpenAlex API,

Search: “Quantum Cryptography” in titles

Network

Focus

Nodes: OpenAlex Concepts
Edges: Titles (First 200 titles, ranked)

Post-Quantum Cryptography on FPGA Based on Isogenies on Elliptic Curves

Publisher: IEEE | Cite This |

Brian Koziel ; Reza Azarderakhsh ; Mehran Mozaffari Kermani; David Jao All Authors

101 3607
Cites in Full
Papers Text Views

Abstract
Document Sections
I. Introduction

Il Preliminaries: Supersingular

Isogeny Diffie-Hellman

lll. Proposed Architectures for

Isogeny Computations
IV. Instruction Scheduling

V. FPGA Implementations

Ghow Full Qutline ~

Homomorphic Elliptic-based algorithm to resist quantum computer attacks

Abstract:

To the best of our knowledge, we present the first hardware implementation of isogeny-based cryptography available in the
literature. Particularly, we present the first implementation of the supersingular isogeny Diffie-Hellman (SIDH) key exchange,
which features quantum-resistance. We optimize this design for speed by creating a high throughput multiplier unit, taking
advantage of parallelization of arithmetic in F p2+ and minimizing pipeline stalls with optimal scheduling. Consequently, our
results are also faster than software libraries running affine SIDH even on Intel Haswell processors. For our implementation at
85-bit quantum security and 128-bit classical security, we generate ephemeral public keys in 1.655 million cycles for Alice and
1.490 million cycles for Bob. We generate the shared secret in an additional 1.510 million cycles for Alice and 1.312 million
cycles for Bob. On a Virtex-7, these results are approximately 1.5 times faster than known software implementations running
the same 512-bit SIDH. Our results and observations show that the isogeny-based schemes can be implemented with high
efficiency on reconfigurable hardware.

Published in: IEEE Transactions on Circuits and Systems |: Regular Papers ( Volume: 64, Issue: 1, January 2017)

Computer en

& ] gineerin%_ .
Statistical physics iscrete mathematics

Internet privacy

Engineering management Theoretical computer science

Public relations
Knowledge management

Optoelectronics

Onptics

Computer network

Telecommunications

Electronic engineering

Computer security

Theoretical physics

Quantum mechanics

Algorithm
=
Label: Algorithm
Feature: concepts_hv_1

Neighbour count: 7

Frequency: Appears 13 Embedded Sys‘tem

times in dataset

Search result count:
Appears in 13 search

results Computer,hardware

Atomic physics

Distributed.computing Combinatorics

Accounting Classical mechanics

Law Ari_;h_metic
Parallel computing

TITLE Post-Quantum Cryptography on FPGA Based on Isogenies on Elliptic

Curves

DO https://doi.org/10.1109/tcsi.2016.2611561 ¢

AUTHORS: Brian Koziel | Reza Azarderakhsh | Mehran Mozaffari Kermani |

DEVTINET]



Searching in a corpus of 235
Patents on encryption and
data compression those with

Quantum encryption

(/Qu a nt u )) I n t h e tlt | e One-time Pad CodeOREnNcaodelnformation
* Two separate Components
* 1 related to quantum encryption (blue edges)
* 1related to Data compression (orange edges) Encryptinformation

TITLE Quantum modulation-based data compression

ABSTRACT Data compression includes: inputting data comprising a vector
that requires a first amount of memory; compressing the vector into a
compressed representation while preserving information content of the vector, H||bertCu rve

including: encoding, using one or more non-quantum processors, at least a

portion of the vector to implement a quantum gate matrix; and modulating a

reference vector using the quantum gate matrix to generate the compressed
representation, wherein the compressed representation requires a second
amount of memory that is less than the first amount of memory; and outputting
the compressed representation to be displayed, stored, andfor further

Nodes Edges
processed.

Search terms v @ Title X

PUBLICATION
NUMBERY https://worldwide.espacenet.com/patent/search/publication/US11580
195B1 &
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Thank you for your attention

Jean-Marie Le Goff
* Co-Founder & Co-CEO
e +4178 2675454
* jean-marie.legoff@dtangle.ch

Marc-André Siegrist
e Co-Founder & Co-CEO
e +4179702 1535
* marc.siegrist@dtangle.ch

Dtangle SA

* La Voie-du-Coin 28, 1218 Le Grand-Saconnex, Switzerland
* Website: https://dtangle.ch
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