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Goal of the Project
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ACTUAL TARGET



Genesis of the Project
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• Networking event on 14.09.2023 lead to 
the decision to extend a prior study
about cybersecurity in academia to the 
industry

• Funding possibility in the context of the 
transitionnal measure of 2021-2027 
Horizon package – approval in may 2024

• Elaboration of the project with SATW 
Cybersecurity Advisory Board, 
armasuisse and HES-SO Wallis/Valais



Cybersecurity R&D Landscape 
      Dashboard

8 July 2025 Prof. Dr. Andrei Kucharavy 4

• Long-term:
• Automatically updated

• Persisting after the project end

• Actionable:
• Able to inform strategic decisions

• Sufficient to evaluate measures 
effects

•  R&D occurring in:
• Private companies

• Public organizations



Cybersecurity R&D Landscape 
   ACTUAL / TARGET

ACTUAL Analysis

Comprehensive overview of the 
current state of cybersecurity 
R&D in Switzerland
• Public and private

Approaches:
• Data Mining

• Large-Scale cybersecurity
community consultation

=> survey

TARGET Analysis

Understand of the cybersecurity 
R&D needs 
• Discover current R&D blind spots

• Support evidence-based policy

• Maintain competitivenes in the 
global cybersecurity landscape

Approaches:
• Data Mining

• Targeted experts interviews
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Cybersecurity R&D Landscape 
  Recommendations & Dissemination

• Issue recommendations
• Data-driven

• Specific

• Realistic

• Actionable

• Disseminate the results
• Public outreach

• Targeted events
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ACTUAL

TARGET



Advisory Board
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Project Organization
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Scientific Lead,
ACTUAL/TARGET

Recommendations

Dissemination
& Outreach

Dashboard
Development



CYD Campus Contribution

SwissCyber Initiative

20.06.2025

Vladimir Pfister, Cyber-Defence Campus



2023 : Mapping the Swiss Cybersecurity 
Academia Landscape
2023 : Academic Research Landscape 

• CYD Campus open access study based on a survey 

• Highlighting gaps in cybersecurity academic research
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Burkhart, M., Meier, R., & Tellenbach, B. (2023, September). Cybersecurity research landscape in Switzerland. https://doi.org/10.13140/RG.2.2.27275.60962



Project Lead CommunicationFunding Institution

Collaboration between Government and Academic Actors

Research Partner

2025 : Mapping the Swiss Cybersecurity 
Industry Landscape
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2025 : Interest of the CYD Campus

• Extend prior research findings to the industrial R&D

• Monitore & Map the Swiss cybersecurity market 

• Create a directory of companies classified by cybersecurity 

domain 

2025 : Mapping the Swiss Cybersecurity 
Industry Landscape
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CYD Campus Contribution

• Human ressources

• Office at EPFL Innovation Park

• Data source access

• Computing Power



Data Used for the Study
Crunchbase

• Biggest financial database for private companies/start-up

• Many useful metrics available (e.g., field, funding, number of 

employee, etc.)

Pitchbook

• US database part of Morningstar since 2016

• Used to complete Crunchbase (e.g., multiple company 

taxonomies, accounting data for large companies)

Other

• Patent (SWISSREG)

• Commercial register (Zefix)
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Data Used for the Study
Survey

• Experts' opinion on the current state of cybersecurity in 

Switzerland

• Experts' opinion on the future of cyber-threats, security and 

technologies

• Quantitative (likert scale) and qualitative (open-ended 

questions)

• Qualitative data will be processed with LLM and provide 

unbiased unexpected information
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Merge the 
Databases

Search for 
Databases
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Dataflow management
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Search for 
Databases

Merge the 
Databases

Machine Learning Labelling 
according to European Official 
Taxonomy

- Report
- Dynamic Dashboards 

 Deliverables

Dataflow management



SwissCyber Initiative
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ACTUAL TARGET



Gen Learning Center: 
https://tinyurl.com/hevs-gen-learning

https://tinyurl.com/hevs-gen-learning
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