12. Cyber Training

Classes

Starting from 2023, the Cyber-Defence Campus provides hands-on training on a variety of technical skills, dedicated to
providing public servants responsible for cyber defence with the skills required to fill their duties successfully. Throughout
the year, multiple days long classes are organised to provide members of the public administration with the opportunity
to learn new technical skills and to practice using advanced hardware. Those classes use the partner network of the Cy-
ber-Defence Campus and bring experts from different fields to teach hands-on methods of security, by allowing partici-
pants to immediately put into practice what they learn on the hardware provided. Those classes each focus on a concrete
technological element and are based on the learning by doing principle.

The classes organized in this area focused on the following topics:

e  Forensics of Industrial Control Systems: using a realistic testbed, participants learned how to identify indicators of
compromise on the control systems of a power station, and how to solve the identified vulnerabilities.

e  Car firmware analysis using fuzzing methods: Using a CAN bus that was provided to them, specialists learned how to
implement a variety of fuzzing methods to identify vulnerabilities in the software controlling different
functions in modern cars.

e Management skills in a cyber crisis situation: Participants were tasked with playing the role of a crisis board of a fic-

tional energy company, implementing strategical security measures following the method of the armed forces crisis
management.

Cédric Aeschlimann leads the class of the cyber crisis training.
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12. Cyber Training

Hackathon

The last part of the training program is our hackathons. This portmanteau term made of “hacking” and “marathon” de-
scribes an event where multiple people from diverse backgrounds gather to collaborate on developing software and/or
hardware solutions for a specific problem facing their organisation. Every year, one to three hackathons are held in our
Thun building or abroad, gathering experts from the CYD Campus, academic and private partners, as well as members of
the public administration to experiment using state of the art or new technologies. This approach allows them to perfect
their security skills as well as better understand the systems under consideration.

This year, a CYD Campus hackathon took place around the topic of satellite cybersecurity, where experts from around
Europe gathered to explore different solutions to improve offensive and defensive capacities in this area. Experts from
the ETH Zurich, EPFL, University of Oxford, and the University of Kaiserslautern-Landau collaborated on creating a full-
fledged solution to build a system for satellite detection and security tracking. Another hackathon took place in Spain
around the topic of data science and novel methods to derive insights from data.

CYBER
[“,'J/DEFENE'E
o CAMPUS

Satellite cybersecurity hackathon at the CYD Campus in Thun.
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13. Activities

Visits

e 06.02.2024: National Armaments Director (NAD), Thun

e 13.02.2024: Cyber Bataillon 42 — Cyber Course, Thun

e 26.02.2024: Chief Cyber Command Polish Armed
Forces and Chief Cyber Command Swiss Armed Forces,
Thun

e 07.03.2024: GCSP: Delegation Military attaché training
course

e 20.03.2024: Chief of the DDPS and Members of the
SIK-S and SIK-N parliaments

e  28.03.2024: Cyber Bataillon 42 — Cyber Course, Thun

e 17.04.2024: Delegation Cyber Command and German
Armed Forces

e  24.04.2024: Delegation Singapore, Lausanne

e 17.05.2024: Deputy National Armaments Director,
Lausanne

e  28.05.2024: Deputy National Armaments Director,
Zurich

e 27.-28.06.2024: PESCO Cyber Range Federation Meet-
ing, Zurich/Bern

e  28.06.2024: Visit of the 7 General Secretaries of the
Federal Departments, Zurich

e 03.07.2024: National Armament Director with Military
attachés, Thun

e 11.09.2024: Delegation Cyber Command, Lausanne

e 12.09.2024: Cyber Bataillon 42 - Cyber Course, Thun

e 13.09.2024: Armed Forces Staff, Zurich

Cyber-Defence Campus 2024 Annual Report

24.-26.09.2024: NATO SET Meeting, Thun
09.10.2024: Armaments Commission, Thun
13.12.2024: HSP Connect Day, Zurich

Events

48

29.01.2024: Lunch Seminar, Thun

16.03.2024: VIS Contact party, ETH Zurich
18.03.2024: Security Challenge, Thun

06.05.2024: Lunch Seminar, Thun

13.05.2024: Security Challenge, Thun

15.05.2024: CYD Innovation Day, Bern

16.05.2024: Cyber Training, Zurich

27.05.2024: Lunch Seminar, Thun

10.06.2024: Lunch Seminar, Thun

17. - 21.06.2024: Cyber Alp Retreat, Sachseln
26.06.2024: Research report FORA 3a/b, Thun
29.07.2024: Security Challenge, Thun

14.08.2024: Usenix Security Switzerland Reception,
Philadelphia

26.08.2024: Lunch Seminar, Bern

11.09.2024: 1CS2 Chapter Switzerland Event, Zurich
23.09.2024: Lunch Seminar, Thun

30.09.2024: Security Challenge, Thun

14. - 18.10.2024: Satellite Communication Security
Hackathon, Thun

21.10.2024: Lunch Seminar, Thun

23.10.2024: CYD Fellowship Event at ETH Zurich



e 30.10.2024: Cyber-Defence Campus Conference, Bern

e 11.11.2024: Lunch Seminar, Bern

e 11.11.2024: Security Challenge, Thun

e 02.12.2024: Lunch Seminar, Thun

e 04.12.2024: End-of-year event, 5 year celebration CYD
Campus, Zurich

e 12.12.2024: Annual technology monitoring event, at
EPFL

Visits Abroad

e 25.02.-26.02.2024: University of Murcia (ESP)

e 26.02.-01.03.2024: NDSS, San Diego (USA)

e 02.03.-09.03.2024: IEEE Aerospace Conference, Mon-
tana (USA)

e 03.-09.03.2024: 10T Hacking Training RootedC (ESP)

e (04.03.-07.03.2024: LockedShields 2024 — Parter Run,
Tallinn, Estonia

e 11.03.-13.03.2024: 11e Eu/EDA CapTech Cyber, Ljublja-
na (SLO)

e 17.03. - 20.03.2024: University of Oxford, Oxford (GB)

e 21.04. - 26.04.2024: LockedShields 2024 - Exercise, Tal-
linn, Estonia

e 24.04. - 25.04.2024: CySat, Paris (FRA)

04.05. - 10.05.2024: RSA, San Francisco (USA)

28.05. - 31.05.2024: Cycon, Estonia

18.06. - 20.06.2024: Eurosatory, Paris (FRA)

05.08. - 14.08.2024: Technology scouting, San Jose (USA)
06.08. - 12.08.2024: Blackhat und DEF CON, Las Vegas
(UsA)

14.08. - 16.08.2024: Usenix Security, Philadelphia (USA)
15.09. - 21.09.2024: GTM and SIT Conference 2024, Ber-
lin (GER)

19.09.2024: CatB CRF + CapTech Cyber, Bruxelles (BEL)
29.09. - 03.10.2024: DASC, San Diego (USA)
24.10.-01.11.2024: ARL + MILCOM, Washington DC
(USA)

04.11. - 06.11.2024: Global MILSATCOM, London (GB)
07.11. - 08.11.2024: OpenSky Symposium, Hamburg
(GER)

07.11. - 08.11.2024: University of Murcia, Murcia (ESP)
11.11. - 16.11.2024: Hackathon, Elche/Alicante (ESP)
17.11.- 21.11.2024: European Quantum Technologies
Conference 2024, Lissabon (POR)

19.11.-21.11.2024: European Cyber Week, Rennes (FRA)
26.11.2024: PESCO CRF, Luxembourg

12.12.2024: BlackHat Europe 2024, Arsenal (GB)

Cyber Alp Retreat in Sachseln.
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14. Presentations

17.01.2024: Al and Desinformation, World Economic
Forum, Davos

06. - 07.03.2024: Towards a fully automated blue team,
Locked Shields Partners’ Run, Tallinn (Estonia)

24. - 25.04.2024: Towards a fully automated blue team,
Locked Shields, Tallinn (Estonia)

26.04.2024: IoT Security, Insomniak, Lausanne
02.05.2024: Generative Artificial Intelligence, Digital
Day armasuisse, Bern

27.05.2024: Security of Satellite-Based Air Traffic Con-
trol Systems at the European Space Agency in Leiden,
(NL)

28.05.2024: Leveraging Al for cyber defense, NATO
CCDCOE CyCon 2024, Tallinn (Estonia)

29.05.2024: On Building Secure Wide Area Networks
over Public Internet Service Providers, NATO CCDCOE
CyCon 2024, Tallinn (Estonia)

06.06.2024: Exploiting Bluetooth: From your Car to the
bank account Area 41, Zurich

06.06.2024: Keynote on artificial intelligence,
Tech4Trust Award Ceremony, Lausanne

09.08.2024: Exploiting Bluetooth - from your car to
the bank account, DEF CON 32, Las Vegas (USA)
10.08.2024: Breaking the Beam: Exploiting VSAT Satel-
lite Modems from the Earth’s Surface, DEF CON 32, Las
Vegas (USA)

Cyber-Defence Campus 2024 Annual Report
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10.08.2024: RF Attacks on Aviation’s Last Line of De-
fense Against Mid-Air Collisions (TCAS II), DEF CON 32,
Las Vegas (USA)

10.08.2024: Analyzing the Security of Satellite-Based
Air Traffic Control, DEF CON 32, Las Vegas (USA)
21.08.2024: Developing cyber resilience — Trends and
Perspectives, Helvetia Cyber Symposium, Bern
12.09.2024: Quantum Technologies, digitalswitzerland
22.10.2024: Building Military-grade WANs with Scion,
Scion Day, Zurich

31.10.2024: Cyber-STRAT/Federal Public Prosecutor’s
Office: presentation of CYD Campus (activities, priori-
ties, cooperation with ECSO) in Bern

06. - 07.11.2024: Large Language Models and Al at
work, Security Academy DDPS

15.11.2024: Large Language Models in Cybersecurity,
GoHack24, Zurich

28.11.2024: Al Cybersecurity CY Bat 42

12.12.2024: Morion, BlackHat Europe 2024, Arsenal
(GB)

17.12.2024: Quantum Technologies, Parliamentary
event, Bern



14. Presentations

Innovation Day 2024.

Vi

Dr. Roland Meier presents at Locked Shields 24.
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15. Publications

December

ProFe: Communication-Efficient Decentralized Federated Learning via Distillation and Prototypes

Pedro Miguel Sanchez Sanchez, Enrique Tomas Martinez Beltran, Miguel Fernandez Llamas, Gérome Bovet, Gregorio
Martinez Pérez, Alberto Huertas Celdran, arXiv.

Secret Collusion among Al Agents: Multi-Agent Deception via Steganography

Sumeet Ramesh Motwani, Mikhail Baranchuk, Martin Strohmeier, Vijay Bolina, Philip Torr, Lewis Hammond, Christian
Schroeder de Witt, Conference on Neural Information Processing Systems (NeurlPS 2024), Vancouver, Canada.

Extreme Multi-label Completion for Semantic Document Labelling with Taxonomy-Aware Parallel Learning
Julien Audiffren, Christophe Broillet, Ljiljana Dolamic, Philippe Cudré-Mauroux, arXiv.

November

Corrections to “Dynamic Security Analysis on Android: A Systematic Literature Review”
Thomas Sutter, Timo Kehrer, Marc Rennhard, Bernhard Tellenbach, Jacques Klein, IEEE Access.

Roadmap for a European open science alliance for ATM research
Tatjana Bolic, Andrew Cook, Rainer Koelle, Enrico Spinielli, Quinten Goens, Martin Strohmeier, EJTIR.

The open performance data initiative: a foundation supporting the European open science alliance for ATM research
Goens, Q, Koelle, R, Spinielli, E, Bolic, T., Cook, A.J. and Strohmeier, 14th SESAR Innovation Days, Rome, Italy.

NMT-Obfuscator Attack: Ignore a sentence in translation with only one word
Sahar Sadrizadeh, César Descalzo, Ljiljana Dolamic, Pascal Frossard, arXiv.

October

Can the Variation of Model Weights be used as a Criterion for Self-Paced Multilingual NMT?
Alex R Atrio, Alexis Allemann, Ljiljana Dolamic, Andrei Popescu-Belis, arXiv.

Fedstellar: A platform for Decentralized Federated Learning
Enrique Tomas Martinez Beltran et al., Expert Systems with Applications, 242, 122861.
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15. Publications

OpenSky Report 2024: Analysis of Global Flight Contrail Formation and Mitigation Potential
Junzi Sun, Xavier Olive, Esther Roosenbrand, Céline Parzani, Martin Strohmeier, 2024 IEEE Access, AIAA DATC/IEEE 43rd
Digital Avionics Systems Conference (DASC), San Diego, USA.

You Know What?-Evaluation of a Personalised Phishing Training Based on Users’ Phishing Knowledge and Detection Skills
Lorin Schéni, Victor Carles, Martin Strohmeier, Peter Mayer, Verena Zimmermann, Proceedings of the 2024 European Sym-
posium on Usable Security, Karlstad, Sweden.

Let's Take This Upstairs: Localizing Ground Transmitters With High-Altitude Balloons?
Matthias Schéafer, Yago Lizarribar, Gérome Bovet, Dieter Verbruggen, 2024 IEEE Military Communications Conference (MIL-
COM), Washington, USA.

Identification of 1oT Devices Through Machine Learning and Hardware Fingerprints Based on Clock-Skew
Pedro Miguel Sdnchez Sanchez, Alberto Huertas Celdran, Sergio Marin Sanchez, Kallol Krishna Karmakar, Gérébme Bovet,
Gregorio Martinez Pérez, In: 10T Sensors, ML, Al and XAIl: Empowering A Smarter World.

FedEP: Tailoring Attention to Heterogeneous Data Distribution with Entropy Pooling for Decentralized Federated Learning
Chao Feng, Hongjie Guan, Alberto Huertas Celdran, Jan von der Assen, Gérdme Bovet, Burkhard Stiller, arXiv.

De-VertiFL: A Solution for Decentralized Vertical Federated Learning
Alberto Huertas Celdran, Chao Feng, Sabyasachi Banik, Gerome Bovet, Gregorio Martinez Perez, Burkhard Stiller, arXiv.

MTFS: a Moving Target Defense-Enabled File System for Malware Mitigation
Jan Von der Assen, Alberto Huertas Celdran, Rinor Sefa, Burkhard Stiller, Géréme Bovet, 2024 IEEE 49th Conference on
Local Computer Networks (LCN), Normandy, France.

Reputation System based on Distributed Ledge to Secure Decentralized Federated Learning
Jan von der Assen, Sandrin Raphael Hunkeler, Alberto Huertas Celdran, Enrique Tomas Martinez Beltran, Gérédme Bovet,
Burkhard Stiller, Research Square.

Bibliometric Network Visualization with OpenAlex: An Analysis of the Quantum Computing Hardware Ecosystem
Martin Sand, Alain Mermoud, Julian Jang-Jaccard, 28th International Conference on Science, Technology and Innovation
Indicators (ST12024).

September

LLM Detectors Still Fall Short of Real World: Case of LLM-Generated Short News-Like Posts
Henrique Da Silva Gameiro, Andrei Kucharavy, Ljiljana Dolamic, arXiv.

Leveraging MTD to Mitigate Poisoning Attacks in Decentralized FL with Non-IID Data
Chao Feng, Alberto Huertas Celdran, Zien Zeng, Zi Ye, Jan von der Assen, Gerome Bovet, Burkhard Stiller, arXiv.

Asset-Centric Threat Modeling for Al-Based Systems
Jan von der Assen, Jamo Sharif, Chao Feng, Christian Killer, Gérome Bovet, Burkhard Stiller, 2024 IEEE International Confe-
rence on Cyber Security and Resilience (CSR), London, UK.

Monitoring cybersecurity technology through the years: a technology mining approach through bibliometrics and patent
analysis
Tugrul Daim, Haydar Yalcin, Alain Mermoud, Journal of Cyber Security Technology.

Extracting Semantic Entity Triplets by Leveraging LLMs

Alexander Sternfeld, Andrei Kucharavy, Dimitri Percia David, Julian Jang-Jaccard, Alain Mermoud, Joint Workshop of the
5th Extraction and Evaluation of Knowledge Entities from Scientific Documents (EEKE2024) and the 4th Al + Informetrics
(Al12024).

LSPR23: A novel IDS dataset from the largest live-fire cybersecurity exercise
Allard Dijk, Emre Halisdemir, Cosimo Melella, Alari Schu, Mauno Pihelgas, Roland Meier, Elsevier Journal of Information
Security and Applications, Volume 85, 2024.

August

ThreatFinderAl: Automated Threat Modeling Applied to LLM System Integration
Jan Von der Assen, Alberto Huertas, Jamo Sharif, Chao Feng, Géréme Bovet, Burkhard Stiller, 2024 |IEEE International Con-
ference on Network and Service Management (CNSM), Prague, Czech Republic.

Wireless Signal Injection Attacks on VSAT Satellite Modems
Robin Bisping, Johannes Willbold, Martin Strohmeier, and Vincent Lenders, 33rd USENIX Security Symposium (USENIX Se-
curity), Philadelphia, USA.
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15. Publications

On a Collision Course: Unveilling Wireless Attacks to the Aircraft Traffic Collision Avoidance System (TCAS)
Giacomo Longo, Martin Strohmeier, Enrico Russo, Alessio Merlo, Vincent Lenders, 33rd USENIX Security Symposium, Phila-
delphia, USA.

Record: A Reception-Only Region Determination Attack on LEO Satellite Users
Eric Jederman, Martin Strohmeier, Vincent Lenders, and Jens B. Schmitt, 33rd USENIX Security Symposium, Philadelphia,
USA.

KeySpace: Public Key Infrastructure Considerations in Interplanetary Networks
Joshua Smailes, Sebastian Kéhler, Simon Birnbach, Martin Strohmeier, lvan Martinovic, arXiv.

Collective Victim Counting in Post-Disaster Response: A Distributed, Power-Efficient Algorithm Via Ble Spontaneous Net-
works

Giacomo Longo, Alessandro Cantelli-Forti, Enrico Russo, Francesco Lupia, Martin Strohmeier, Andrea Pugliese, Proceedings
of The Second Arabic Natural Language Processing Conference, Bangkok, Thailand.

Synthetic Photography Detection: A Visual Guidance for Identifying Synthetic Images Created by Al
Melanie Mathys, Marco Willi, Raphael Meier, Array, 100360.

NLP_DI at NADI 2024 shared task: Multi-label Arabic Dialect Classifications with an Unsupervised Cross-Encoder
Vani Kanjirangat, Tanja Samardzic, Ljiljana Dolamic, Fabio Rinaldi, Future Generation Computer Systems, 157.

DART: A Solution for decentralized federated learning model robustness analysis
Chao Feng, Alberto Huertas Celdran, Jan Von der Assen, Enrique Tomas Martinez Beltran, Gérdme Bovet, Burkhard Stiller,
Array, 100360.

A Big Data architecture for early identification and categorization of dark web sites
Javier Pastor-Galindo, Hong-An Sandlin, Félix Gomez Marmol, Géréme Bovet, Gregorio Martinez Pérez, Future Generation
Computer Systems, 157.

Unmasking SDN flow table saturation: fingerprinting, attacks and defenses
Beytullah Yigit, GUrkan Gur, Bernhard Tellenbach, Fatih Alag6z, International Journal of Information Security.

CAMP: Compositional Amplification Attacks against DNS
Huayi Duan, Marco Bearzi, Jodok Vieli, David Basin, Adrian Perrig, Si Liu, Bernhard Tellenbach, 33rd USENIX Security Sym-
posium 24, Philadelphia, USA.

July

Unmasking SDN Flow Table Saturation: Fingerprinting, Attacks and Defenses
Beytullah Yigit, Gurkan Gur, Bernhard Tellenbach, Fatih Alagéz, International Journal of Information Security, Internatio-
nal Journal of Information Security.

HydroLab: A Versatile Hydroelectric Power Lab for Security Research and Education
Sebastian Obermeier, Giorgio Tresoldi, Bernhard Tellenbach and Vincent Lenders, 21st International Conference on Security
and Cryptography (SECRYPT) Journal, Dijon, France.

Air-Bus Hijacking: Silently Taking over Avionics Systems
Daniel Dorigatti, Martin Strohmeier, Stephan Neuhaus, Proceedings of the 10th ACM Cyber-Physical System Security Work-
shop, Singapore, Singapore.

Sparse vs Contiguous Adversarial Pixel Perturbations in Multimodal Models: An Empirical Analysis
Cristian-Alexandru Botocan, Raphael Meier, Ljiljana Dolamic, arXiv.

June

Do Large Language Models Exhibit Cognitive Dissonance? Studying the Difference Between Revealed Beliefs and Stated
Answers
Manuel Mondal, Ljiljana Dolamic, Gérdme Bovet, Philippe Cudré-Mauroux, Julien Audiffren, arXiv.

BUST: Benchmark for the evaluation of detectors of LLM-Generated Text

Joseph Cornelius, Oscar Lithgow-Serrano, Sandra Mitrovi¢, Ljiljana Dolamic, Fabio Rinaldi, Proceedings of the 2024 Con-
ference of the North American Chapter of the Association for Computational Linguistics: Human Language Technologies,
Mexico City, Mexico.

Exploring cybertechnology standards through bibliometrics: Case of National Institute of Standards and Technology
Tugrul Daim, Haydar Yalcin, Alain Mermoud, Valentin Mulder, World Patent Information, 77, 102278.
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15. Publications

Carbon Emissions and Debt Maturity Structure: Do ESG Controversies Matter?
Souad Brinette et al., The Journal of Alternative Investments.

Supercomputers and quantum computing on the axis of cyber security
Haydar Yalcin, Tugrul Daim, Mahdieh Mokhtari Moughari, Alain Mermoud, Technology in Society, 77, 102556.

May

VSAsTer: Uncovering Inherent Security Issues in Current VSAT System Practices Johannes Willbold, Moritz Schloegel, Robin
Bisping, Martin Strohmeier, Thorsten Holz, Vincent Lenders, 17th ACM Conference on Security and Privacy in Wireless and
Mobile Networks (WiSec), Seoul, Republic of Korea.

On Building Secure Wide-Area Networks over Public Internet Service Providers
Marc Wyss, Roland Meier, Lloreng Roma, Cyrill Krdhenblhl, Adrian Perrig and Vincent Lenders, 16th International Confe-
rence on Cyber Conflict (CyCon), Tallinn, Estonia.

Defeating and Improving Network Flow Classifiers Through Adversarial Machine Learning
Yannick Merkli, Roland Meier, Martin Strohmeier and Vincent Lenders, 16th International Conference on Cyber Conflict
(CyCon), Tallinn, Estonia.

Leveraging Pre-Trained Extreme Multi-Label Classifiers for Zero-Shot Learning
Natalia Ostapuk, Ljiljana Dolamic, Alain Mermoud, Philippe Cudré-Mauroux, 2024 11th IEEE Swiss Conference on Data
Science (SDS), Zurich, Switzerland.

Cleaning Semi-Structured Errors in Open Data Using Large Language Models
Manuel Mondal, Julien Audiffren, Ljiljana Dolamic, Gérdme Bovet, Philippe Cudré-Mauroux, 2024 11th IEEE Swiss Confe-
rence on Data Science (SDS), Zurich, Switzerland.

Follow the Path: Hierarchy-Aware Extreme Multi-Label Completion for Semantic Text Tagging
Natalia Ostapuk, Julien Audiffren, Ljiljana Dolamic, Alain Mermoud, Philippe Cudré-Mauroux, Proceedings of the ACM on
Web Conference 2024, Singapore, Singapore.

SecBox: a Lightweight Data Mining Platform for Dynamic and Reproducible Malware Analysis
Chao Feng, Jan Von Der Assen, Alberto Huertas Celdran, Raffael Mogicato, Adrian Zermin, Vichhay Ok, Gerome Bovet,
Burkhard Stiller, 2024 11th IEEE Swiss Conference on Data Science (SDS), Zurich, Switzerland.

Analyzing the robustness of decentralized horizontal and vertical federated learning architectures in a non-IID scenario
Pedro Miguel Sdnchez Sanchez, Alberto Huertas Celdran, Enrique Tomas Martinez Pérez, Daniel Demeter, Gérébme Bovet,
Gregorio Martinez Pérez, Burkhard Stiller, Applied Intelligence.

ORAN-Sense: Localizing Non-cooperative Transmitters with Spectrum Sensing and 5G O-RAN
Yago Lizarribar, Roberto Calvo-Palomino, Alessio Scalingi, Giuseppe Santaromita, Gérdme Bovet, Domenico Giustiniano,
IEEE INFOCOM 2024-IEEE Conference on Computer Communications, Vancouver, Canada.

Rl and fingerprinting to select moving target defense mechanisms for zero-day attacks in iot
Alberto Huertas Celdran, Pedro Miguel Sanchez Sanchez, Jan Von Der Assen, Timo Schenk, Géréme Bovet, Gregorio Marti-
nez Pérez, Burkhard Stiller, IEEE Transactions on Information Forensics and Security.

Transfer Learning in Pre-Trained Large Language Models for Malware Detection Based on System Calls
Pedro Miguel Sdnchez Sanchez, Alberto Huertas Celdran, Géréme Bovet, Gregorio Martinez Pérez, arXiv.

Voyager: Mtd-based aggregation protocol for mitigating poisoning attacks on dfl
Chao Feng, Alberto Huertas Celdran, Michael Vuong, Géréme Bovet, Burkhard Stiller, NOMS 2024-2024 IEEE Network Ope-
rations and Management Symposium, Seoul, Republic of Korea.

Impact of Sustainable Energy Policies on European Stock Markets
Vineeta Kumari et al., The Journal of Alternative Investments.

Climate Risk for Coastal Commercial Real Estate in the Language of Modern Portfolio Theory
Emilian Belev et al., The Journal of Alternative Investments.

April

LLM-Aided Social Media Influence Operations
Raphael Meier, In: Large Language Models in Cybersecurity: Threats, Exposure and Mitigation.

E-Vote Your Conscience: Perceptions of Coercion and Vote Buying, and the Usability of Fake Credentials in Online Voting
Louis-Henri Merino, Alaleh Azhir, Haogian Zhang, Simone Colombo, Bernhard Tellenbach, Vero Estrada-Galifianes, Bryan
Ford, arXiv
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15. Publications

The dilemma of neuroprotection trials in times of successful endovascular recanalization

Antje Schmidt-Pogoda, Johannes Kaesmacher, Nadine Bonberg, Nils Werring, Jan-Kolja Strecker, Mailin Hannah Marie Ko-
ecke, Carolin Beuker, Jan Gralla, Raphael Meier, Heinz WiendI, Heike Minnerup, Urs Fischer, Jens Minnerup, Frontiers in
neurology, 15, 1383494,

Conversational Agents
Ljiljana Dolamic, In: Large Language Models in Cybersecurity: Threats, Exposure and Mitigation.

FEVER: Intelligent Behavioral Fingerprinting for Anomaly Detection in P4-Based Programmable Networks
Matheus Saueressig, Muriel Figueredo Franco, Eder J Scheid, Alberto Huertas, Gerome Bovet, Burkhard Stiller, Lisandro Z
Granville, International Conference on Advanced Information Networking and Applications, Kitakyushu, Japan.

Monitoring Emerging Trends in LLM Research
Maxime Warsch, Dimitri Percia David, Alain Mermoud, In: Large Language Models in Cybersecurity: Threats, Exposure and
Mitigation.

LLM-Resilient Bibliometrics: Factual Consistency Through Entity Triplet Extraction
Alexander Sternfeld, Andrei Kucharavy, Dimitri Percia David, Alain Mermoud, Julian Jang-Jaccard, Proceeding of the 5th
Extraction and Evaluation of Knowledge Entities from Scientific Documents (EEKE2024).

Automated Identification of Emerging Technologies: Open Data Approach
Ljiljana Dolamic, Julian Jang-Jaccard, Alain Mermoud, Vincent Lenders, Joint Workshop of the 5th Extraction and Evaluati-
on of Knowledge Entities from Scientific Documents (EEKE2024) and the 4th Al + Informetrics (All2024), Changchun, China.

Dynamic Security Analysis on Android: A Systematic Literature Review
Thomas Sutter, Timo Kehrer, Marc Rennhard, Bernhard Tellenbach, Jacques Klein, IEEE Access.

March

Satellite Cybersecurity Reconnaissance: Strategies and their Real-world Evaluation
Johannes Willbold, Franklyn Sciberras, Martin Strohmeier, Vincent Lenders, IEEE Aerospace Conference (IEEE Aerospace),
Big Sky, USA.

On the Security of Satellite-Based Air Traffic Control (ADS-C)
Martin Strohmeier, Tobias Lischer, Vincent Lenders, 2nd Workshop on the Security of Space and Satellite Systems (SpaceSec
2024), San Diego, USA.

Neural Exec: Learning (and Learning from) Execution Triggers for Prompt Injection Attacks
Dario Pasquini, Martin Strohmeier, Carmela Troncoso, Proceedings of the 2024 Workshop on Artificial Intelligence and
Security.

Sticky fingers: resilience of satellite fingerprinting against jamming attacks
Joshua Smailes, Edd Salkield, Sebastian Kéhler, Simon Birnbach, Martin Strohmeier, lvan Martinovic, arXiv.

Synthetic Image Generation in Cyber Influence Operations: An Emergent Threat?
Melanie Mathys, Marco Willi, Michael Graber, Raphael Meier, arXiv.

Channel and hardware impairment data augmentation for robust modulation classification
Erma Perenda, Gerome Bovet, Mariya Zheleva, Sofie Pollin, IEEE Transactions on Cognitive Communications and Networ-
king.

Asset-driven Threat Modeling for Al-based Systems
Jan von der Assen, Jamo Sharif, Chao Feng, Gérome Bovet, Burkhard Stiller, arXiv.

Federatedtrust: A solution for trustworthy federated learning
Pedro Miguel Sanchez Sanchez, Alberto Huertas Celdran, Ning Xie, Gérdbme Bovet, Gregorio Martinez Pérez, Burkhard
Stiller, Future Generation Computer Systems, 152.

Adversarial attacks and defenses on ML-and hardware-based IoT device fingerprinting and identification
Pedro Miguel Sanchez Sanchez, Alberto Huertas Celdran, Gérome Bovet, Gregorio Martinez Pérez, Future Generation
Computer Systems, 152.

Unsmoothing Smoothed Return Series for Risk Management and Asset Allocation
Christian W Frei et al., The Journal of Alternative Investments, 26(4).

Graph Language Model (GLM): A new graph-based approach to detect social instabilities )
Lemes de Oliveira Wallyson, Shamsaddini Vahid, Ghofrani Ali, Singh Inda Rahul, Sai Veeramaneni Jithendra, Voutaz Etien-
ne, arXiv.
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15. Publications

Trends in Large Language Models: Actors, Applications, and Impact on Cybersecurity
Ciaran Bryce, Alexandros Kalousis, llan Leroux, Hélene Madinier, Alain Mermoud, Valentin Mulder, Thomas Pasche, Octave
Plancherel, Patrick Ruch, Technology Watch.

Measuring technological convergence in encryption technologies with proximity indices: A text mining and bibliometric
analysis using openalex
Alessandro Tavazzi, Dimitri Percia David, Julian Jang-Jaccard, Alain Mermoud, arXiv.

February

Single-board device individual authentication based on hardware performance and autoencoder transformer models
Pedro Miguel Sanchez Sanchez, Alberto Huertas Celdran, Géréme Bovet, Gregorio Martinez Pérez, Computers & Security,
137, 103596.

Robust Federated Learning for execution time-based device model identification under label-flipping attack
Pedro Miguel Sanchez Sanchez, Alberto Huertas Celdran, José Rafael Buendia Rubio, Gérome Bovet, Gregorio Martinez
Pérez, Cluster Computing, 27(1).

Measuring the performance of investments in information security startups: An empirical analysis by cybersecurity sectors
using Crunchbase data
Loic Maréchal, Alain Mermoud, Dimitri Percia David, Mathias Humbert, arXiv.

Prioritizing Investments in Cybersecurity: Empirical Evidence from an Event Study on the Determinants of Cyberattack Costs
Daniel Celeny, Loic Maréchal, Evgueni Rousselot, Alain Mermoud, Mathias Humbert, arXiv.

FeedMeter: evaluating the quality of community-driven threat intelligence
Andreas Ruedlinger, Rebecca Klauser, Pavlos Lamprakis, Markus Happe, Bernhard Tellenbach, Onur Veyisoglu, Ariane Tram-
mell, arXiv.

January

X-Attack 2.0: The Risk of Power Wasters and Satisfiability Don‘t-Care Hardware Trojans to Shared Cloud FPGAs
Dina G. Mahmoud, Beatrice Shokry, Vincent Lenders, Wei Hu, and Mirjana Stojilovic, IEEE Access Journal.

Large Language Models in Cybersecurity: Threats, Exposure and Mitigation.
Andrei Kucharavy, Octave Plancherel, Valentin Mulder, Alain Mermoud, Vincent Lenders, In: Large Language Models in
Cybersecurity: Threats, Exposure and Mitigation.

A Cost-Efficient RFI Localization Approach to Detect GNSS Jamming and Spoofing
Michael Felux, Valentin Fischer, Sophie Jochems, Okuary Osechas, Manuel Waltert, Luciano Sarperi, Martin Strohmeier, Pro-
ceedings of the 2024 International Technical Meeting of The Institute of Navigation, Long Beach, USA.

GuardFS: A file system for integrated detection and mitigation of linux-based ransomware
Jan von der Assen, Chao Feng, Alberto Huertas Celdran, Rébert Ole, Gérome Bovet, Burkhard Stiller, arXiv.

Mitigating communications threats in decentralized federated learning through moving target defense
Enrique Tomas Martinez Beltran, Pedro Miguel Sanchez Sanchez, Sergio Lopez Bernal, Gérome Bovet, Manuel Gil Pérez,
Gregorio Martinez Pérez, Alberto Huertas Celdran, Wireless Networks.

A Summary of Adversarial Attacks and Defenses on ML-and Hardware-based IoT Device Fingerprinting and Identification
Pedro Miguel Sanchez Sanchez, Alberto Huertas Celdran, Gérbme Bovet, Gregorio Martinez Pérez, Future Generation
Computer Systems, 152.

A Summary of RansomAl: Al-powered Ransomware for Stealthy Encryption
Jan von der Assen, Alberto Huertas Celdran, Janik Luechinger, Pedro Miguel Sdnchez Sanchez, Gérome Bovet, Gregorio
Martinez Pérez, Burkhard Stiller, IX Jornadas Nacionales de Investigacion En Ciberseguridad.

Sentinel: An aggregation function to secure decentralized federated learning
Chao Feng, Alberto Huertas Celdran, Janosch Baltensperger, Enrique Tomas Martinez Beltran, Pedro Miguel Sanchez San-
chez, Gérome Bovet, Burkhard Stiller, ECAI 2024.

RL and Fingerprinting to Select Moving Target Defense Mechanisms for Zero-Day Attacks in loT
Alberto Huertas Celdran, Pedro Miguel Sdnchez Sanchez, Jan von der Assen, Timo Schenk, Géréme Bovet, Gregorio Marti-
nez Pérez, Burkhard Stiller, IEEE Transactions on Information Forensics and Security, 19.

TechRank
Anita Mezzetti, Loic Maréchal, Dimitri Percia David, Thomas Maillart, Alain Mermoud, The Journal of Alternative Invest-
ments, 26(3).
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16. Communication

Strategic Communication for Cybersecurity

In the past year, the Cyber-Defence Campus has continued
to play a vital role in raising awareness about cybersecurity
challenges and promoting the Campus’s activities national-
ly and internationally. We aim to effectively enhanced vis-
ibility and engagement through strategic communication
and innovative content creation.

Growing Digital Presence

The team’s efforts have significantly boosted the CYD Cam-
pus’ online presence. On LinkedIn alone, the channel grew
to over 7,600 followers, gaining over 2,700 new followers
in 2024 with 240,850 impressions during this period. This
growing online presence reflects a commitment to engag-
ing diverse audiences, from cybersecurity professionals to
academic and public stakeholders.

Raising Awareness Through Events and Content

The CYD Campus has been instrumental in organising and
supporting events designed to foster dialogue and knowl-
edge exchange in the cybersecurity field. Initiatives like the
Lunch Seminars, the Cyber Alp Retreat, and Cybersecurity
Conferences have been enriched with tailored content,
including event flyers, articles, and dynamic social media
campaigns. These activities not only promote the Campus's
work but also strengthen connections between the federal
government, industry, military, and academic institutions.

Cyber-Defence Campus 2024 Annual Report

Proactive Communication in a Rapidly Evolving Field

In the fast-changing landscape of cybersecurity, proactive
communication is essential. The rapid rise of technologies
such as Al tools, including ChatGPT, underscores the need
for continuous public engagement and education. By ad-
dressing potential cyber risks and fostering collaboration
among experts, the CYD Campus contributes to safeguard-
ing digital spaces while promoting Switzerland as a leader
in cyber defense.

Through effective storytelling, strategic outreach, and
robust event support, the communications team has suc-
cessfully strengthened the Campus’ role as a national and
international hub for cybersecurity innovation and collab-
oration.
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16. Communication

Selection of Public Media and Web Releases

e 04.01.2024 Cyber trend monitoring gains importance at Cyber-Defence Campus

e 14.02.2024 Machine learning enables early-warning signals to be recognised in the event of social instability
e 07.03.2024 First Successful Quantum Computing Experiments at the Cyber-Defence Campus

e 30.04.2024 Insights into security-relevant smartphone innovations at the Cyber Defence Campus

e 08.05.2024 From research at the Cyber-Defence Campus to the capabilities of the Federal Administration’s cyber de-
fence

e 31.05.2024 Successful crisis simulation strengthens cybersecurity capabilities in Switzerland

e 11.06.2024 Lucrative Innovation Day of the Cyber-Defence Campus

e 27.06.2024 Swiss Team uses SCION to connect to Estonia during Cyber-Defense Exercise

e 16.07.2024 Study results on threats and impacts of generative artificial intelligence on cyber security

e 22.08.2024 Insights into the work of the Cyber Data Technologies team at the CYD Campus

e 16.09.2024 Consultancy expertise of the Cyber-Defence Campus in the field of smartphone innovations
e 29.10.2024 Introducing the finalists of the Cyber Startup Challenge 2024

e 31.10.2024 The startup «Patronus Al» wins over the DDPS in the Cyber Startup Challenge 2024

CYD Campus Website LinkedIn

CYD\§

CYBER
DEFENCE
CAMPUS

Andrea Thaler of the CYD Campus communication at the 5 year celebration in Zurich.
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