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Motivation

Financial markets and aggregate expectation. . . fundamentals of future cash flow and
discount rate (i.e. risk).

Financial econometrics success: yes, there are identified sources of risk that are
orthogonal to each other, which determines the prices of assets!

Can the cyber risk be part of the discount rate?
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Existing research

Florackis et al. (2023); Jamilov et al. (2023); Liu et al. (2022); Jiang et al. (2023); Celeny
and Maréchal (2023), all find that ceteris paribus, the higher the cyber risk faced by a
firm, the lower its valuation vs. its fair value, and hence the higher the risk premium →
consensus.

The risk premium has the same interpretation as in the insurance context: firms are
indifferent between i) facing cyber risk, ii) paying an insurance contract, or iii) paying for
cybersecurity.

Campbell et al. (2003); Gordon et al. (2011); Johnson et al. (2017); Celeny et al. (2024)
show how different types of cyber incidents (availability, confidentiality, ransomware, etc.)
affect organizations. They all find that not all cyber incidents are equal.

Thus, there is no reason for investors to discount different cyber risks at the same rate.
This is the main caveat of all aforementioned research: they only study cyber risk through
the lenses of a single cyber risk score.
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Research question and contribution

Comparing description of cyber attacks and annual statements of firms, we can assess if a firm
is exposed to cyber risk. We call this degree of exposition, the cyber score of a firm.

Celeny and Maréchal (2023) constructed a unique cyber score for firms.

In reality, cyber attacks are not all equally destructive, so they should be different cyber
scores for different type of cyber attack.

Can we decompose the cyber score into several sub-cyber score? Is this decomposition
acknowledged on the market? Does it reflect more information than the unique cyber
score on the market?
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Data

MITRE ATT&CK: textual database, description of cyber attacks.

Chicago Research in Security Prices (CRSP), monthly data,adjusted prices and returns,
2007–2023, all US stocks from NYSE, NASDAQ, ARCA. . .

Compustat database annual or monthly data, accounting data on US listed firms.

10-K filings: yearly frequency but asynchronous textual reports required by the SEC
(Securities and Exchange Commission) for all listed firms.
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Descriptive statistics: MITRE ATT&CK
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How to obtain the cyber scores?
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How to obtain the cyber scores?
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Descriptive statistics: super tactics
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How to use the cyber scores?
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Asset pricing model: How to assess relevance?

for one asset (stock return) Re = α+ β1F1 + β2F2 + β3F3 + ...+ ϵ

Fi are pricing factors

α is the part of the return Re that can NOT be explained by the Fi .

Q2 : If Re is cyber score based (Re = P5 for example), is α statistically significant
(α ̸= 0) when not accounting for cyber based factors and accounting for well known
pricing factors?

Q3 : Is our additional factor, F = P5− P1, improving the explained variance in stocks
returns? Are α’s generally tending toward 0 ?
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Asset pricing: Re is cyber based, can we generate α ̸= 0 ?
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Asset pricing: Re is cyber based, can we generate α ̸= 0 ?

Nathan Monnet - Löıc Maréchal Disentangling the sources of cyber risk premia June 20, 2024 13 / 46



Asset pricing: GRS, αi → 0 ∀i ?
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Asset pricing: GRS, αi → 0 ∀i ?
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Asset pricing: BGRS, Are models better as pricing factors when cyber
based factors are included ?
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Conclusion

Win:

We identify cosine similarity based structure in MITRE ATT&CK, 4 ”super-tactics” were
identified using clustering methods.

We show that our cyber factors (unique and super-tactics based) were useful to explain
the return of different stocks on the market.

Similarly, we showed that making an investment in a firm that is cyber risky grant
additional reward. Additional reward can not be explained by traditional pricing factors.

Loss:

P5 - P1 are statistically too similar for all cyber scores. Investor are not informed enough
to differentiate the sources of cyber risk. However, from 2024 onwards, the law required
that all firms report their cyber risk in the 10-K. This could drastically improve our study
in the future.
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Appendix

CMA (Conservative Minus Aggressive): Difference in returns between firms with low
investment (conservative) and high investment (aggressive).

SMB (Small Minus Big): Difference in returns between small-cap and large-cap stocks.

HML (High Minus Low): Difference in returns between value stocks (high
book-to-market) and growth stocks (low book-to-market).

RMW (Robust Minus Weak): Difference in returns between firms with high profitability
(robust) and low profitability (weak).

UMD (Up Minus Down): Difference in returns between stocks with high past returns
(winners) and low past returns (losers).
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Preparation and Reconaissance includes : Impact, Initial Access, Resource Development,
Reconnaissance, Discovery

Persistence and Evasion includes : Persistence, Privilege Escalation, Execution, Defense
Evasion

Credential Movement includes : Credential Access, Lateral Movement

Command and Data Manipulation includes : Command and Control, Collection,
Exfiltration
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Nathan Monnet - Löıc Maréchal Disentangling the sources of cyber risk premia June 20, 2024 39 / 46



Appendix
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