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Introduction – DT & DT Israel



Figures based on annual report 2021. 
* Reporting date December 31, 2021

Deutsche Telekom Keyfacts
216,528
employees worldwide*

21.6 mn
broadband customers

26.1 mn
fixed-network lines

248.2 mn
mobile customers

€ 108.8 bn
revenue in 2021

present in 

>50 
countries in 2021
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An amplified global scouting approach 
covering USA, Asia, Europe and Israel

Deutsche Telekom

hub:raum

Trade organizations

AMPLIFICATION VIA ECO-SYSTEM MULTIPLIERS

VC FIRMS INDUSTRY ASSOCIATIONS SERIAL ENTREPRENEURS

TRADE ORGANIZATIONS INCUBATORS / ACCELERATORS

BUSINESS ANGELSAGENCIES TECH EVENT ORGANIZERS

+

GER BERLIN

POL

BONN

KRAKOW

TEL AVIV

CHNBEIJING

SHENZHEN

KOR SEOUL

UKLONDON

USA SAN FRANCISCO

CHN

GER

IND MUMBAI

ISR



GPD‘s Value Pillars

Intrinsic 
motivated

01

Extrinsic
motivated

SCOUTING UNDERSTAND END CUSTOMER 
& SEGMENT DEMAND

INCUBATION: 
Hubraum

QUALIFICATION: PARTNER MANAGEMENT EXECUTION

02 03 04 05 06 07 08 09 10 11

Screening 
and Telco 

Benchmark

User
Experience
Prototype

Portfolio
Evaluation

Partner
Eng. model

Technical
Prototype / 

POC
ContractingE2E

Incubation
Validation &
Implement. GTM

LC &
Aftersales

Partner Innovation Life Cycle: From Scouting to Execution  Partner Innovation Life Cycle: From Scouting to Execution  

SCOUTING
AND SCREENING

INCUBATION
HUBRAUM

PARTNER
MANAGEMENT

DEVICE
MANAGEMENT
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Identify / assess / adapt – new products & business models to counter disruption & margin pressure Market Knowledge & 
Financial ROI

DT Group Partnering

§ Support BU‘s products & 
services with external 
solutions and partners for
BU customers

§ Scouting for innovative 
topics in tecg; not part of
current core buisness, but 
with potental to impact it

Hubraum

§ Incubaton and seed
investments (€ 0,3 – 1,0 m)

§ Important element of DT‘s
face to entrepreneurs and 
seed stage

§ Prototyping and early tech
exploration > engagement

T-Capital
§ Support strategic goals

with targeted and 
explorative invests in early/ 
mid-stage companies via a 
€ 100 mn fund

§ Provide early access to / 
collaboration on new tech
and business models
relevant to core

§ DT‘s vehicle for spinouts
and JVS

DTCP Venture Fund

§ Scouting and investment in 
rev. generating, late/ 
expansion stage
companies

§ Gains for DT knowledge of
market and market shifts
relevant to DT business

DT  Engagement Vehicles with IL Eco-System
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Scouting Focus Areas of DT Israel

Sustainability & 
Energy

Cybersecurity

Customer Experience & 
Digital Transformation

AdTech
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Stakeholder Relations



Stakeholder Relations
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Research –
Identification

Contacts – CRM is not 
enough

Redundancy is crucial Source of Knowledge 
/ Trust

In person is better 
than Virtual

Add value before else 
– Business & Personal

Mix Business & 
Pleasure (Social / Life 

Events)



Value Proposition for Stakeholders
Offers:

1. Quick & professional global innovation scouting of Vendors according to specific requests

2. New Use Case suggestions according to the new global & local trends

3. B2B / B2C new reselling revenue streams – with measurable ROIs

4. Enhancement of existing portfolio

5. White Papers, Market Movement reports & Projects

Requests:

1. Monthly / Bi-Monthly / Quaterly virtual or in-person meeting with a SPOC

2. Commitment to answers (even if negative)



Innovation Challenges



Innovation Challenges
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Innovation Cycles Role Changes Re-Organization / 
Internal Indirect 

Affecting Processes

10 Yes + 1 No = No Innovation VS 
Tradition

“We’re the best”



Innovation Process + Example

(Success Story)



Success Stories 
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Company Profile
Cynet is an autonomous breach protection platform that 
provides a single, enterprise-grade solution for the internal 
network.

Relevance for DT
DT has B2B business unit serving SMB & Enterprises in  
Germany

Current State of Partnership
T-Capital (strategic fund) investment

T-SEC Cooperation to bring XDR to our customers 

Partnering Journey 

Commercial Engagement 
Offered on Magenta label branding – “Cyberdefense
Smart”

PoC
Integration and service model (MSSP) test

Initial Meeting
Introduction meetings between DT & Cynet

01/2019

05/2020

01/2022
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Questions?



Introduction Trends



Agenda

1. Innovation Disruption

2. Space Security

3. AI & Cyber

4. Quantum Security

5. Metaverse Security



Innovation Disruption
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Deep Dive:
How to Identify Cyber Trends in 3 Easy Steps
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Deep Dive:
How to Identify Cyber Trends in 3 Easy Steps

Analyze the 
trends in 
the other 
industries

Think like 
an attacker

Protect 
from the 
threats in 

step 2
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Examples: Cloud Security
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Approaches for protection from the above
Access 

Management
Identity 
Security

Training & 
Awareness Data Protection ...

As an attacker - possible threats are

Misconfigurations in 
policies / bad rules

Unskilled Security 
Teams Fraud & Data Theft …

Multi-cloud is an increasingly popular strategy

Moving from only AWS / Azure / GCP / others to combinations of them
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Approaches for protection from the above

Ai V. AI Data Quality 
Assurance

Data 
Protection

Red Team / 
Pen Testing ...

As an attacker - possible threats are

Malicious Use of 
AI/ML Corrupted Data AI Code Reuse 

(log4j) …

The AI and ML-powered cloud

AI/ML requires huge amounts of computing power and storage space, more 
cost-effective to use cloud infrastructure instead of building your own



All Rights Reserved to Alon Shahak 26

Example: Sub-domain in Metaverse Security
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Approaches for protection from the above
Access 

Permissions
IP Regulation & IP 

Theft Solutions Artificial Data Privacy Protection ...

As an attacker - possible threats are

Harmful Content and 
Environments IP Issues Meta-Robbery Prime-Robbery

Metaverse is a growing trend

In it there are many sub-domains One of the sub-domains is Environments & 
objects scanning



Space Security



Houston, do we 
have a problem?

Telecommunications & Security in Space

Alon Shahak, Global Cyber Lead Scout
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Cyber Challenges in Space

Current Threats2
(Earth & Space)

Data Interception Ownership of 
Information / 
Infrastructure

Identity Theft & Fraud Insider Threats



Recommended Solution approaches

Privacy & 
Identity 
Security

Zero Trust Multi-Cloud 
Security

Cyber 
Awareness

Threat 
Intelligence Automation



Regulation?

Ownership

IP Issues

Privacy Standards

Secure Hardware / Software

“United Space Nations”



AI & Cyber



Top 3 Cyber Threats - According to ChatGPT



Top 3 Cyber Threats - According to Bard



Top 3 Cyber Trends - According to ChatGPT



Top 3 Cyber Trends - According to Bard



Issues with AI - ChatGPT



1. Not updated - Data cutoff September 2021



2. Response-related issues



3. Can be used by malicious actors to improve attacks



Issues with AI - Bard



Threats



Threats



Summary



Summary



Summary



Summary



CensysGPT:

Free AI Cyber Tool



CensysGPT

§ Created by Censys – A known intelligence data 
company

§ Based on Censys Search Engine

§ Can revolutionize the way that network reconnaissance 
works

§ AI is used in order to generate queries

§ Beta version – still not perfect (inaccurate / incomplete 
sometimes

§ Good - Can be used for Threat Hunting, Exposure 
Management, and Research

§ Malicious - Can be used to scan for vulnerable hosts, 
identify potential targets, and gather intelligence on a 
target's network. This information can then be used to 
launch attacks, such as data breaches, ransomware 
attacks, or denial-of-service attacks



Quantum Security



Quantum Computing



Potential Applications

Drug Discovery Materials 
Science

Finance Cryptography



Main Threats

Data Breaches Cyber Attacks Espionage Cyber warfare



Preventive Steps

Using Quantum-safe 
Encryption

Monitoring for 
Quantum Attacks

Quantum Attacks 
Response Plan

Employee Education

Investment in 
Quantum Security

Government 
Collaboration 
(Regulation)



Metaverse Security
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Questions?




