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Logistics, supply chain management and technology research: An
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- We use NLP techniques to extract topics
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We use SNA to see patents evolutions over time

We use multi layer map to visualize the patents and their class
over time

In this way we can see patent evolution dynamics over time
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ARTICLE INFO ABSTRACT

I a global competitive envitoament, the ability of organizations to be Pexible coough to adapt to
canditions is directly related to theis capacity management capabilities. The basic capability of aa
organization with new product development and innovation production capacity are the most
decisive factors in this situaticn. From this point of view, technology capability management is
very important for organizations since R & D activities are the most intessive organizations. ln
this study, the techaology capability (TC) in the literature is discumed. Suggestions have been
developed about the points 1o be addressed in the management of technology capability in uni

versities. Using bibliametrics, we identificd the topics discussed with the prominent sabject aress
in the field. In the analysis, it was observed that ten clusters appeared in Technology Capability
(TC) studies, the behavional elemeats of individuals that prioritize individual characteristics
should be considered 21 a concept that requires the consideration of information theory, infor-

mation management, information, and communication techaologies a3 a whale. In terms of
ksoweledge dissemination, it is obacrved that a sigaificant portion of the literature ssed priocitizes
the intellectual, paychological, and social mspects of technology capability according to the
classification system of Journal Citatica Reports (JCR).
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1. Introduction

Technalogy capability has become an important challenge for the ceganizations in which the digital transformation has gained
importance. For this resson, understanding the concept in terms of scientific research environments, understanding which theories
topics were dealt with in the historical process have become very important.

As described later in the literature review, several studies have contributed to cur knowledge in this area over the years. Each and
everycoe of them had coastraints and limitations. They were able to establish generalizable conclusions through the studies of selected
gecgraphies or industries. Our objective bere is to build upoa all this work and take the fisst step in providing quantitative evidence on
the constructs defining technology capability based on clote to 500 studies.

In this study, technology capability has been examined through bibliographic information of scientific manuscripts in internatianal
literature. Bibliometrics was used as a method. In the compilation of the data, Citespace was used. R programming language used to
normalize data. Web of Science (WeS) database was used to obtain information about the publications in the international literature.
Topic Search is used to create the query. Topic search can simuMtanecusly scan the data in the headings, abstract, keywords, and
keywords plus fields of the documents. The bibliographic information of the documents sceessed in the first stage was recoeded in s
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We use SNA to understand topic
relations
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Developing metrics for emerging technologies: identification

and assessment
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ARTICLEINFO ABSTRACT

We analyze the feld of cmerglng tochmologies wsing bibliographie technkques, The Web of Scienoe (Wos) citatn

databusc wis ised s a0 article retricval 1ocl i this sudy. To sselyze the studies, s the s revelved (oo the
mentioned duabise were integrased by Bibexced software. Then, the process of “cursent technclogles” ws
studled from 1969 1o 2020 by the Bibliomesrix package from Biblioometrics and SciMat soltware, as well &
thematic evobution maps and stratrghc disgrams. To ldeniify the main actors aod rescarves In these areas, the
results obtalned from the analysds indicated highly cited antides, joumals, and influential authons b this field. In
addition, the results of evabuting strategic dlagrams and thematie evobution mags revealed the toples of
emerging technologies. In grmesl, the tples and technclogies sach as "lnternet of Thisgs (J0T)', “Inelligent
Teansportathon Systesss (ITS)', Ultrasound”, are ascog the emenglng areas and tochoologies being coosddered
during the Lt devade a8 the et contral topics. Strturd bole analysis bus been splied 1o detemuine the sub-
technologles of these technobagies that have begiin to mature. Purthermare, the trend of research foms on these
tophcs has been Inereasing, For this rease, (o detemuine the sub subject areas that are open o inproverment, they

v aggreyate onstraings values.

1. Introduction

In today's world of turbulent change, the rapid development of new
innovative techaologies on aa usprecedented scale has rexched o
turning poiatin the industrial sense and in the direction of development
of industry, economy and sodiety in general. The dth industrial revolu
tion s underway, in the context of which new techologies must be used
to ensure the competitiveness of enterprises and entire national in-
dustries. Well known cuttingedge techoologies such & clood
computing, mobile computing, the Internet of Things, the Intemet of
Services, data collection, Big Data analytics, antificial intelligence,
augmented reality, 3D printing and others have experienced rapid
development and application. Research related to these technologies
and the resulting new inaovative emerging technologies have a sigaifi-
cant impaxt on competitiveness. Competitiveness in emerging technol
ogies can take the lead in the market Given the rapid puce of

techoological progress, it is neceasary to provide a good metric frame.
woark to fadlitate decisions about future scieatific research and devel
opment. It is crucial to provide ingight into treads ia future research and
emesgiag techaologies. For this reason, the authors decided to focus on
emerging techaologies and metrics for their identification and assess
ment in this sudy.

Globalization and increasing competition in the present as well as in
the future, have led to the growing interest of individuals at the micro
and macro levels in emerging technologies. There hos been exponen:
tially increxsing publications oa emerging technologies in the recent
decade, However, different definitions of emerging techaologies have
been proposed, some of which overlap but poiat to different dimessions.
and festures of this phenomenca. Rotclo et al. listed five fundamestal
features of emerging technologies as a novelty, relatively rapid growth,
ccherence, prominence, and uscertainty (R et al, 2015). In this
stody, the authors provide an overview of research on emerging

¢ (AR Naeind), v




We use SNA to see topics and
institutions relations
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ARTICLEINFO ABRSTRACT

Erywens The petiod of the founh Industrial revolution, called Indwdry 40, s characserized by new, lnnovative toch,

Aaifial utellgrsce olboggles. soch asc (Joud Computing, the Intemet of Things; the Industrial lntemet of Things Big Block.
chaln; Cyber Physical Sysenss; Aificial Inelligence, and % oo Anificlal Inselligence technology pliys &
sigalflcnnt role In modem manntacturing, particuliety in the wontext of the Indistry 40 paradigrn. This aticle
alfess a visial and & comprebensive Sidy of tie application of Astifielal Intelligence in manatictiring, Exlsting
scholarly liserature on Artificial Intelligenor In munafucturing, within the Web of Scionce Care Collection da.
taluses, s cxamined b two perbads. 19792010 and 20112019, These periods are viewod, respertively, us before
and after the emengence of the tem lodustry 40, Biblionetric and content analysis of relevant literature &
condincted and key Nndiogs are sulsequenly idest el The results inticate that the mas lmportant topics today
are: cyber physical systems and sart masudac turieg; derp loarning and by data; and reaktime scheduling
alguaithem

1. Intreduction integral part of the digitalization of business. It has entered the Industry
4.0 ena and has found a place in the manufactusing industry as well.
Increasing globalization has had a huge impact on economic, social,  Masufacturing is undergoing o trassformaticn from intelligent

and political changes. Many technologies ace in the process of emerging,
such ax: Cloud Computing, the Internet of Things (lT), Interset of
Sesvices (o), Big Data analytics, and Artificial Intelligence (Al). These
technologies ace the foundation of Industry 4.0 and they ensure that the
manufacturing industry is smart and able to meet carrent challenges,
such ax: odapting to individual customer requirements, improving
qunl.n , and responding more quickly to market demands al
2 Mnuvlobahad:uanfuwluwmwgl&al
mum.nu and industrial development, using the aforementioned
technologies to optimize production in real time and facilitate vertical,
borizoatal, and end-to-ead integration (Xu d

071). The Cyber-Physical System (CPS) is in the process of gaining
recogaition within the masufacturing industry and it enables the
physical and vistual woslds that characterize Industry 4.0 to coalesce. Al
is incressingly present today in various fields of buman activity. Itis an

Ml.a-hnunri‘dnzuly

manufactaring, which is knowledge bused, to smart masufacturing,
which is knowledge enabled and data driven ( etal, 2017). Smant
manufacturiag is based on ianovative information and communication

techaologies, particuladly those involving Al (Choen et al., 201
). Al is considered to be one of the key n‘hnnlngm{ﬂrln

4.0 and smart manufacturing (2} X

19). Due to the increasing amount of information processed lnpou
nlﬂnuul culture, systems that use Al are becoming incressingly
impoctant. lrregularities and faults ace inevitable in mass production
and w0 companies that do not use Al spend more time detecting faults by
browsiag through thousands of product images. Al software needs
several product images to detect imperfections in a very shart time
frame. Companies collect huge amounts of unstructured data from
diffesent sources, such ot tensors in mochines, production lines,
manufacturiag execution systems, enterpeise resoarce planning systems,

10




PROJECT OBJECTIVES

We aim to identify concepts and technologies that will gain
importance and lose their importance in the short-medium and long-
term on cybersecurity technologies through basic research
documents conducted in the world.

In this context, it will be possible to identify researchers, countries and
organizations that shape the field, as well as identifying research
teams on cybersecurity and identifying the leaders of these teams.

In our study, the status of cybersecurity research, frequently
discussed topics, and the social and intellectual structure of
cybersecurity technologies research will be investigated

11



METHODS
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METHODS: Bibliometrics, Patent Search
and Social Network Analysis

* Betweenness centrality is a way of detecting the amount
of influence a node has over the flow of information in a
graph. It is often used to find nodes that serve as a bridge
from one part of a graph to another. The algorithm
calculates unweighted shortest paths between all pairs of
nodes in a graph.

* Closeness centrality is a measure of the average shortest
distance from each vertex to each other vertex.
Specifically, it is the inverse of the average shortest
distance between the vertex and all other vertices in the
network.

13



METHODS: Bibliometrics, Patent Search
and Social Network Analysis

Authority and hub values are defined in terms of one
another in a mutual recursion. An authority value is
computed as the sum of the scaled hub values that point
to that page. A hub value is the sum of the scaled
authority values of the pages it points to.

A structural hole refers to an “empty space” between
contacts in a person's network. It means that these
contacts do not interact closely (though they may be
aware of one another). Actors on either side of the
structural hole have access to different flows of
information.

14



METHODS: NLP and LDA

In Natural Language Processing (NLP), Latent Dirichlet
Allocation (LDA) is a generative statistical model that
explains a set of observations through unobserved
groups, and each group explains why some parts of the
data are similar.

The LDA is an example of a topic model. In this,
observations (e.g., words) are collected into documents,
and each word's presence is attributable to one of the
document's topics.

15



Screening of Papers Relevant Papers

METHODS

Definition of
Research Questions

Conduct Research

Screening of Papers

Relevant Papers

Assignees & Owners

Patent Citation

Patent Classification
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RESULTS

RAMEWORKWO-WHOLE PUBLICATIONS\Data

h=10
ce, upto 100, LRF=3.0, L/IN=10, LBY=5, e=1.0
S 015)

9387

#0 smart grid

#1 internet of thin...

#2 risk assessment

#3 information secu...

#4 deep learning

#5 intrusion detect...

#6 machine learning

#7 risk management
#8 stuxnet
#9 networks

#10 industrial contr...

Timeline Analysis >> state estimation.
Early Rise then Fall >> internet of things, risk management, and information security

Rising >> deep learning cluster. along with machine learning, intrusion detection and
stuxnet
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Synonym Analysis >> internet and infrastructure (security, challenge, internet
and communication); behavioral dimension of information technologies
(information technology, impact, model, and information technology);

infrastructure and methodological (system algorithm, infiltration detection)
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RESULTS

MASS-SPECTROMETRY
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Research Development
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RESULTS

Ransomware Readiness TRM Categories
Based on NIST CyberSecurity Framework
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RESULTS

ClusterID | Size Silhouette Label (LLR) Average Year
0 32 0.79 modelling decision-making (178.19, 1.0E-4) 2016
1 30 0.818 vulnerability assessment (165.42, 1.0E-4) 2016
2 30 0.882 anti-malware behaviour (202.92, 1.0E-4) 2016
3 30 0.866 smart factory (178.28, 1.0E-4) 2017
4 27 0.939 exploratory study (204.51, 1.0E-4) 2015
5 25 0.89 incident response (205.66, 1.0E-4) 2017
6 25 0.888 cyberattack detection (212.24, 1.0E-4) 2019
7 24 0.935 using deep learning (676.17, 1.0E-4) 2017
8 24 0.938 future research (274.99, 1.0E-4) 2015
9 23 0.99 smart grid (781.72, 1.0E-4) 2016
10 21 0.921 blockchain technology (344.89, 1.0E-4) 2017
11 21 0.983 managerial perspective (206, 1.0E-4) 2018
12 19 0.942 cyber risk (255.14, 1.0E-4) 2017
13 17 0.933 autonomous vehicle (192.8, 1.0E-4) 2017
14 14 1 weakests link (257.41, 1.0E-4) 2016
15 13 0.88 virtual reality environment (186.42, 1.0E-4) 2016
16 11 0.976 S5g network (249.99, 1.0E-4) 2017
17 11 0.946 data breaches (247.95, 1.0E-4) 2017

The image has clustering analysis results. The identity information of each cluster, the cluster size, the sillhouette keyword
that shows the separation value, and also the publication year information of that cluster is included. The largest cluster
appears to be modeling decision making. According to the table, it is seen that such a critical density was formed in 2016.
These analyzes provide us with very important inferences in determining the research focus and the years of critical
intensity.
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Identify Protect Detect Respond Recover
Security Cybersecurity Cybersecurity Cybersecurity Cybersecurity
Machine Learning Security Machine Learning Machine Learning Security

Internet of Things Machine Learning Deep Learning Security Machine Learning
Computer Security Internet of Things Intrusion Detection Cyberattack Computer Security
Deep Learning Computer Security Anomaly Detection Phishing Covid-19
Computer Crime Privacy Security Computer Security Smart Grid

Anomaly Detection Deep Learning Internet of Things Smart Grid Computer Crime
Artificial Intelligence Intrusion Detection Feature Extraction Information Security | Cloud Computing
Intrusion Detection Computer Crime Malware Feature Extraction Phishing

Privacy Blockchain Cyberattack Covid-19 Threat Analysis
Malware Smart Grid Computer Security Anomaly Detection Deep Learning
Protocols Cyber-Security Computer Crime Deep Learning Internet

Cloud Computing Artificial Intelligence Artificial Intelligence Internet of Things Feature Extraction
Feature Extraction Malware Data Models Cloud Computing Data Models

Smart Grid Cyberattack Cyber-Security Computer Crime Critical Infrastructure
Standards Internet of Things (IoT) ISI;tg:gn Detection Internet Lawsuit
Information Security ISI;S}:;)H Detection State Estimation ﬁll;teilfilicgi;lnce Target

Blockchain Cyber-Physical Systems Support Vector Machines Icnrtirt;Z?I:JC ture Governance

Data Models Critical Infrastructure Smart Grid Privacy Anomaly Detection
Risk Management Anomaly Detection Protocols Malware Blig(l;liiggl System
Taxonomy Information Security Neural Networks Cybercrime Privacy
i}[l;)flﬁge;/ector Authentication Critical Infrastructure Complex Systems Data Breach
Real-Time Systems Cryptography Training Data Models Internet of Things
Safety Network Security Network Security Data Mining Decision Making
Computer Architecture Feature Extraction Botnet Decision Making Malware

27



RESULTS

Identify Protect Detact Respond p—
King Saud Univ King Saud Univ Prince SgitaxaBin Abdulaziz Univ | Univ Illinois Tokyo Inst Technol
Prince Sattap B Abdulaziz Univ Menoufia Univ Taif Univ Umbs Nanyang Technol Univ
Chinese Agad Sci Umm Al Quga Univ King Abdulaziz Univ Taif Univ Univ Macau
Univ Texas San Antonio Univ Jeddah Prince Sultan Univ City Univ London Zhejiang Gopashang Univ
Taif Univ Taif Univ Umm Al Quga Univ Univ Milan Fordham Univ
Charles Darwin Usiv King Abdulaziz Univ Sencune Sioa el Sphynx Technol Solgt Ag Cent South Univ
Univ Watedoo i““l e Uw‘%‘nﬁm Swinboee Usiv Tacknol Sirplrn Guangshon Uniy
Air Univ La Trobe Univ Deakin Univ Social Eoga dcad Huagiao Univ
Daakin Univ Prince SyiaBin Abdnhsis Univ | Univ Watarkoo Tog Hellas Tyg Nord 8a Fast China Univ Sci &#38; Tecknol
Univ Oxford Minia Univ Asia Univ Tral Camegie Mellon Univ
George Mason Univ Edith Cowan Univ Chinese 3¢ad Sci Atos Spain Sa Fow
Purdue Univ Macquarne Univ Univ Texas San Antonio Danaos Shipping Co Univ Southampton
Nanyang Technol Univ Sphynx Technol Solut Ag Virgmia Tech Tech Univ Crete Edn Univ Ceipa,
Georgia Inst Technol Coam Abdulrabman BinFaisal | ging Saud Univ EdoRes & Technol Hellas | Cotessaa,
King Abdulasiz Univ Edg Res & Technol Hellas King Khalid Univ ﬁ‘“ Meditemmean Univ | ppp
Prince Sultan Univ Tech Univ Crete Manchester Metropolitan Univ Sungkyunkwan Univ T e
Univ Warwick Kyungpook Natl Univ Vellore Inst Technol Cyber Def Lab Univ Sydney
Univ Piraeus Swinbune Univ Technol Univ Management & Technol Dept Curricubun & Instract | Swinbume Univ Technol
Univ Maryland Univ Milan Manoufia Univ m" Foundry lapardt 8080 | yidion Univ
Unmm Al Quga, Univ Kafislshsikk Univ Lebanese Amer Univ Secondary Educ Dept Shibaura Inst Technol
Jncave oo i Univ Nebraska Natl Taiwan Univ Sci & Technol | Univ Texas San Antonio oo
Indiana Univ Univ Waterloo Univ New South Wales Univ Houston Natl Inst Infopmat
Univ Paduma Noswegian Univ Sci & Tachmol | Qatar Univ VigaanaBharathi brst Technol g:f’e‘gm Hermaon Ctr it Care Qual &438;
Vellore Inst Technol Lulea Univ Technol Macquarie Univ Anal Comp & Epgn Solut Baylor Coll Med
Univ Tecknol Sydaey Virginia Tach Air Univ Queensland Univ Technel Michael E Dabakex VaMed Ctr

28



CONCLUSIONS AND NEXT STEPS

- We have identified leading technologies,
institutes and scientists in cyber defense

« Specific analysis was made implanting US
NIST framework

- Based on our analysis and consultation
with ArmaSuisse, we selected key

technologies to conduct future predictions
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