07 March 2024 | Cyber-Defence Campus

DEFENCE
CAMPUS
THUN

Semi-annual report 2024/1

Quantum Technologies
Trends and Implications for Cyberdefence

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera

Confederaziun svizra

armasuisse
Science and technology



Cyber-Defence Campus, Quantum Technologies
Trends and Implications for Cyberdefence, 7 March 2024

Contents

1 Introduction and anaylsis 4
1.1 Introduction . . . . . . . . e 4
1.2 Analysis of the differentchapters . . . . . . . . . . .. 4

1.2.1 Quantum Readiness for Enterprises . . . . . . . ... ... oL 4

1.2.2 Quantum computing performance measurement and its implication on applications . . 5

1.2.3 Quantum Optimization . . . . . . . . . . . 6

1.2.4 QuantumInsightsinFinance . . . . . . . . . . .. ... ... 6

1.2.5 Monitoring Development Trends through GitHub Repositories . . . . . . ... ... .. 7

2 Quantum Readiness: Recommendations for Enterprises 8
2.1 Introduction . . . . . L e 8
2.2 Threatsand Timelines . . . . . . . . . . . e 8
2.2.1 Breaking RSA . . . . . . e 8

2.2.2 Standardization of PQC and Migration . . . . . . . ... ... ... oL 9

2.2.3 Store Now-DecryptlLater . . . . . . . . . . . . . e 9

2.3 Recommendations . . . . . . . . . e 10
2.3.1 Build a Cryptographic Inventory . . . . . . . . ... 10

2.3.2 Engage with Technology Vendors . . . . . . . . . . . .. . .. . .. . 10

2.3.3 Update Custom Systems . . . . . . . . .. 11

2.3.4 Cryptographic Agility . . . . . . . . e 11

2.3.5 ZeroTrust Architecture . . . . . . . . . 11

3 Quantum computing performance measurement and its implication on applications 13
3.1 Introduction . . . . . L 13
3.2 Analysis . . ..o 14
3.2.1 Definition . . . . . . L 14

2/38



Cyber-Defence Campus, Quantum Technologies
Trends and Implications for Cyberdefence, 7 March 2024

3.2.2 Maturity . . . . e 18

3.23 Trends . . . . . e 19

3.3 Recommendations for Switzerland . . . . . . . ... 20
3.4 Conclusions . . . . . . e 21
4 Quantum Optimisation 22
4.1 Introduction . . . . . . L e 22
4.2 Analysis . . . .o e 22
421 QuantumAnnealing . . . . . . . L 22

4.2.2 \Variational quantumcircuits . . . . . . . .. L 23

4.3 Trend Analysis . . . . . . . L 23
4.4 Outlook forthe defenceindustry . . . . . . . . . . . . 23
45 Conclusion . . . . . . L 24
5 Quantum Insights in Finance: Analyzing Trends via Newspaper Headlines 25
5.1 Introduction . . . . . . 25
5.2 Analysis . . . . . e 25
521 Quantum Coverage . . . . . . . . 25

522 TopQuantum TopiCs . . . . . . . . o e 26

5.2.3 Topic Correlations . . . . . . . . . 26

524 Trends . . . . . . 27

5.3 Recommendation for Switzerland . . . . . . . ... 28
5.4 Conclusion . . . . . . . e e 28

6 Monitoring Development Trends of Quantum Technologies through GitHub Repositories 30
6.1 Introduction . . . . . . . . L 30
6.2 Analysis . . . . .. e 30
6.2.1 Insights BasedonStars . . . . . . . . . . . . .. .. . ... 31

6.2.2 Insights Basedon Keywords . . . . . . . . . . . . . ... 31

6.2.3 Trends . . . . . . e 32

6.3 Recommendation for Switzerland . . . . . . . ... 33
6.4 CoNncClusion . . . . . . . 33

3/38



Cyber-Defence Campus, Quantum Technologies
Trends and Implications for Cyberdefence, 7 March 2024

1 Introduction and anayisis

Valentin Mulder

1.1 Introduction

The rapid advancement of quantum technologies presents both unprecedented opportunities and profound
challenges for enterprises across industries. As quantum capabilities mature, organizations must proactively
assess their readiness and strategize to harness the potential benefits while mitigating associated risks. This
report offers a comprehensive analysis of key quantum technology domains and provides actionable recom-
mendations to guide enterprises in navigating this transformative landscape.

In this report, we explore various facets of quantum technologies, ranging from the implications of post-
quantum cryptography to the optimization potentials offered by quantum computing. Through in-depth ana-
lysis and trend monitoring, we uncover insights into the evolving dynamics of quantum technology develop-
ment and its implications for enterprise cybersecurity and decision-making.

The report is also intended to serve as a scientific basis for decision-makers in the field of security and defense
in cyber space. To this end, the report is an achievement in line with the historic mission of the Cyber-Defence
Campus. Indeed, it is the product of collaboration between specialists from public administration, industry and
academia. This way of working enables us to keep abreast of the latest research findings, while linking them to
future industrial applications. By making this a bi-annual event, we enable our readers to keep abreast of the
latest scientific findings and their implications for the security of a small technological country like Switzerland.
Quantum technologies are also a prime example of our Alpine country’s ability to develop world-class research
laboratories that enable the creation of strat-ups.

1.2 Analysis of the different chapters

1.2.1 Quantum Readiness for Enterprises

The chapter discusses the importance of quantum readiness for enterprises in light of the potential threats
posed by quantum computing (QC) to current cryptographic systems. It highlights various guidelines and
publications by government agencies and technology companies aimed at informing organizations about the
impact of future quantum capabilities and encouraging them to plan for migration to post-quantum crypto-
graphy standards.

Key points include

Threats and Timelines: Companies need to understand the threats posed by quantum computers to asym-
metric encryption and the rough timeline for when these threats could become significant. While the exact
timing is uncertain, experts suggest a tipping point within 10 to 20 years when breaking RSA encryption
becomes likely.

Standardization of post-quantum cryptography (PQC) and Migration: Migration to quantum-safe encryption
algorithms requires careful planning and consideration. Although standardization efforts are ongoing, the
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process is not yet complete. Companies may need to use a combination of classical and post-quantum
methods until quantum-safe algorithms are thoroughly tested.

Store Now - Decrypt Later: It is important tp consider the "shelf-life time" of data and the potential for adversar-
ies to decrypt encrypted data stored today once quantum computers become available. It suggests strategies
such as re-signing documents with secure algorithms to ensure integrity and using symmetric encryption for
long-term data storage.

Recommendations for Enterprises: The chapter provides recommendations for enterprises to become
quantum-ready, including:

+ Building a cryptographic inventory to assess vulnerabilities.

+ Engaging with technology vendors to understand their post-quantum roadmaps.

» Updating custom systems to mitigate vulnerabilities.

 Implementing cryptographic agility to easily transition to post-quantum cryptography.

» Adopting a zero-trust architecture to reduce the visibility of encrypted data.

1.2.2 Quantum computing performance measurement and its implication on applic-
ations

This chapter outlines the current state and future prospects of quantum computing, with a focus on the tech-
nological advances, benchmarking methodologies, and strategic recommendations for Switzerland’s engage-
ment in the global quantum computing landscape.

Key technological insights

Diverse Quantum Computing Modalities: The chapter discusses several quantum computing modalities, in-
cluding trapped ions, photonics systems, silicon spins, and others. Each modality has its unique advantages
and challenges, influencing the direction of research and development in the field.

Benchmarking and Performance Analysis: It introduces various benchmarking methods to evaluate quantum
computers, covering subcomponent, system-level, and application-oriented benchmarks. These benchmarks
are crucial for assessing the progress towards achieving quantum advantage and guiding future hardware
development.

Maturity and Future Directions: The chapter provides an insightful analysis of the maturity of quantum com-
puting technologies, highlighting recent achievements and the ongoing efforts towards realizing fault-tolerant
quantum computing. It underscores the importance of high-fidelity operations, scalability, and the implement-
ation of quantum error correction as key goals for the industry.

Strategic Recommendations for Switzerland

Investment in Quantum Computing Infrastructure: Encourages Switzerland to invest in quantum computing
systems and make them accessible for research and development. This would enhance the country’s scientific
output and foster collaborations between Swiss research institutions and quantum computing companies.

Partnerships and Ecosystem Development: Suggests that Switzerland can benefit from forming strategic
partnerships and supporting the development of a robust quantum computing ecosystem. This includes col-
laborations with companies, investment in domestic manufacturing for quantum technologies, and engaging
in international projects.

Focus on National Strategic Interests: Recommends that Switzerland leverage its high-tech industrial base
and academic excellence to play a significant role in the quantum computing industry. This involves focusing
on areas where Switzerland has a competitive edge, such as cryogenics, photonics, and microelectronics,
and considering the establishment of a national quantum manufacturing center.
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1.2.3 Quantum Optimization

This chapter delves into the application of quantum optimization within various fields, including the defense
sector. It articulates the challenges and potential of quantum optimization in addressing complex problems
that are intractable for classical computers, through the lens of quantum superposition and entanglement.

Quantum Optimization Overview

Quantum optimization aims to solve NP-type problems, such as combinatorial and convex optimization, by
utilizing quantum phenomena. The report contrasts classical optimization methods, which explore solution
spaces iteratively, with quantum approaches that promise exponential speedups for certain NP-hard problems
through parallelism enabled by quantum mechanics.

Key Quantum Optimization Paradigms

Quantum Annealing (QA): QA leverages adiabatic quantum computation principles, utilizing the natural tend-
ency of physical systems to seek the lowest energy state. This process, facilitated by quantum tunneling,
allows the system to explore solution spaces more efficiently than classical methods, potentially converging
on global solutions by evolving the system’s Hamiltonian from an initial easy-to-solve state to the target con-
figuration.

Variational Quantum Circuits (VQC): VQCs are explored within gate-based quantum computing frameworks,
allowing for the parametrization of gate operations. This setup supports a hybrid quantum-classical learning
process, where an algorithm iteratively adjusts gate parameters to optimize solutions. VQCs represent a
promising approach to embedding optimization problems within the capabilities of current noisy intermediate-
scale quantum (NISQ) computers, despite hardware limitations such as qubit connectivity and operational
noise.

Challenges and Current Limitations

The chapter acknowledges the early stage of quantum optimization research, pointing out the current inability
to definitively prove substantial speedups over classical optimization methods due to hardware constraints.
It highlights specific challenges faced by QA and VQC, including the scalability of quantum systems and the
impact of noise on reliable solution finding.

Defense Industry Applications

Focusing on the defense industry, the report examines potential applications of quantum optimization in lo-
gistics, supply chain efficiency, and mission planning. It critically assesses the practicality of implementing
quantum optimization for current defense-related problems, suggesting that meaningful benefits are yet to be
realized due to the nascent stage of quantum computing technology.

1.2.4 Quantum Insights in Finance

This chapter presents an innovative approach to tracking quantum technology trends through the analysis of
financial newspaper headlines. By focusing on quantum computing and quantum communication topics, the
authors elucidate the financial market’s growing interest in quantum technologies and their potential implica-
tions for cyber defense capabilities.

Key Findings from Financial Newspaper Headlines Analysis

Growth Pattern of Quantum Technologies: The analysis reveals a significant upward trend in the mention of
quantum technologies in financial news, with an average growth rate of 250% every two years from 2017
to 2023. Notable spikes in interest correspond to breakthroughs in quantum computing, such as Google Al
Quantum’s claim of Quantum Supremacy and advancements in quantum error correction methods.

Focus on Quantum Communication: Quantum communication topics dominate the headlines, particularly
those related to quantum cryptography, key distribution, and the quantum internet. This emphasis signals the
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financial sector’s strategic interest in leveraging quantum technologies to enhance the security of financial
transactions and data.

Correlations Among Quantum Topics: Utilizing cosine similarity to explore topic correlations, the study finds
a strong linkage between quantum cryptography and quantum key distribution, indicating a focused interest
in practical quantum security measures. Additionally, the correlation between quantum algorithms, quantum
machine learning, and quantum computing reflects a keen interest in harnessing quantum speedup for data
processing and risk analysis in finance.

Insights and Trends

» The prominence of quantum communication in financial news underscores the sector’s prioritization
of immediate security enhancements in anticipation of quantum computing’s potential to compromise
conventional cryptographic methods.

» Growing interest in quantum entanglement and the quantum internet points towards the financial in-
dustry’s recognition of the revolutionary impact these technologies could have on secure and efficient
communication.

« Quantum algorithms and machine learning are identified as areas of increasing focus, with the poten-
tial to revolutionize financial risk management and investment strategy through superior computational
capabilities.

1.2.5 Monitoring Development Trends through GitHub Repositories

This chapter explores the utilization of GitHub as a pivotal platform for tracking and analyzing the develop-
ment trends of quantum technologies. GitHub, known for its extensive repository of open-source projects,
provides a unique vantage point to observe the evolution and adoption of quantum computing and quantum
communication technologies by the global developer community.

Utilizing GitHub for Quantum Technology Trends Analysis

The authors embarked on a comprehensive case study to examine GitHub repositories related to quantum
technologies, leveraging the GitHub REST API to identify projects that align with seventeen specified quantum
topics. This approach yielded a collection of 195 repositories, reflecting the broad interest and active engage-
ment in quantum technology development within the open-source community.

Insights from GitHub Repositories

Popularity and Interest: The analysis of repositories based on the number of "stars" revealed a keen interest
in quantum learning materials, indicating a significant portion of the developer community is actively seeking
knowledge about quantum technologies. This aligns with the understanding that quantum technology is still
in its early stages, with a growing demand for educational resources.

Development Focus: The popularity of repositories related to quantum algorithms, simulations, and develop-
ment kits like QuantumKatas and Qiskit highlights an active interest in developing practical quantum applica-
tions and tools. Furthermore, the attention on low-level control for quantum circuit development highlights the
ongoing efforts to realize the full potential of quantum technologies.

Keywords Analysis: Examining keywords from README files sheds light on the community’s priorities, includ-
ing a strong commitment to open-source principles, the importance of robust documentation and examples,
and the prominence of Python as a key programming language in quantum development.

Trends and Future Directions

The time-series analysis of the fastest-growing repositories indicates a diversification in quantum projects, with
emerging focuses on integrating classical and quantum computing, quantum-safe cryptography, and quantum
simulation. This trend suggests a shift towards developing comprehensive solutions that address the specific
needs of various industries, including finance and national security.
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2 Quantum Readiness:
Recommendations for Enterprises

Dr. Martin Burkhart and Dr. Bernhard Tellenbach

2.1 Introduction

Recently, several governement agencies and technology companies have published guidelines for establish-
ing quantum readiness in enterprises. For example, the US Cybersecurity and Infrastructure Security Agency
(CISA), the National Security Agency (NSA), and the National Institute of Standards and Technology (NIST)
published a joint report [1] in August 2023. Also, Netherland’s National Communications Security Agency
published a comprehensive handbook for migration to post-quantum cryptography [2] and the German BSI
published an overview on quantum-safe cryptography [3]. Microsoft published blog articles [4], pointing com-
panies to a questionnaire and tools that support them in assessing their state with regard to quantum-safe
technology. The goal of these publications is to inform organizations about the impact of possible future
quantum capabilities and to encourage them - especially those operating critical infrastructure - to start plan-
ning for migration to post-quantum cryptographic (PQC) standards.

2.2 Threats and Timelines

When planning for quantum-safe technologies, companies must be familiar with the general threats posed by
quantum computers and a preliminary timeline when these threats could become real.

In general, mainly asymmetric encryption is affected by quantum computers. Symmetric encryption with long
enough keys is considered a safe alternative. For broken encryption algorithms, confidentiality can not be
re-assured later on. Hence, a migration to quantum-safe encryption algorithms requires early planning.

For legally binding digital signatures, frequent re-signing is typically required anyway, as several non-quantum
risks persist in any case. These include the discovery of insecurities in hash funtions (cf. SHA1) or the revoc-
ation of certificate authority along the certificate chain. Re-signing documents with quantum-safe algorithms,
once they become standardized, provides continuous integrity.

For details on specific cryptographic methods, please refer to other chapters of this book or external resources,
such as the PQC Migration Handbook [2].

2.2.1 Breaking RSA

The day when cryptographically-relevant quantum computers (CRQC) will be available as common-off-the-
shelf products is still many years in the future. How far exactly - that’s a difficult question to answer. In the
2022 edition of its quantum threat timeline report [5], the Global Risk Insitute has surveyed the opinions of
forty international leaders from academia and industry working on several aspects of quantum computing.

8/38



Cyber-Defence Campus, Quantum Technologies

Trends and Implications for Cyberdefence, 7 March 2024

Particularly interesting is the percentage of experts thinking that it was 50% or more likely that "RSA-2048
can be broken in 24 hours using a quantum computer" within a certain time period:

» Within 10 years: almost a quarter (9/40)
» Within 15 years: More than half (22/40) of the respondents
+ Within 20 years: More than 90% (37/40) of respondents

Hence, the majority of quantum experts believes that within 10 to 20 years there will be a tipping point, when
the likelihood of breaking RSA becomes large.

However, the specific question asked was when RSA encryption could be broken in 24 hours. That is, organ-
izations capable of breaking RSA will have to focus their costly quantum computing powers to a few selected
connections. Breaking RSA on a large scale, e.g., reading all encrypted connections routed through an Inter-
net service provider, will still require quantum computation power to increase by several orders of magnitude,
which may require years or even decades of further research.

2.2.2 Standardization of PQC and Migration

So even if it takes another 10-20 years until RSA is broken, we should keep in mind that migrating an IT
infrastructure away from classical cryptographic algorithms to use PQC requires a long lead time. Moreover,
standardization of PQC has not finished yet. As of today, the NIST competition for PQC algorithms initiated
in 2016 is still going on, with CRYSTALS-Kyber in the lead for encryption and key eychange and CRYSTALS-
Dilithium, FALCON and SPHINCS+ for digital signatures. NIST is expected to announce the winners in 2024.
After that, these algorithms will continue to be examined and it is well possible that some will prove to be
unsafe after all. Security statements about the new algorithms will become more reliable the longer they are
researched and no weaknesses are found. Thus, the risk of adopting bleading edge technology early must
be carefully balanced against data protection requirements. Until the quantum-safe algorithms have passed
the test of time, an interim solution could be to use them in combination with classical methods, e.g. by
deploying multi-key encryption and signature schemes. As long as there are no CRQC on the market, such a
combination offers safety in the event of failure (in the conventional sense) of the PQC algorithms.

2.2.3 Store Now - Decrypt Later

When developing a roadmap for quantum readiness, there is another key consideration to be made: the
"shelf-life time" [5]. The shelf-life time of data covers the time when data needs to be preserved, e.g., to
meet regulatory compliance. For example, if a business document is encrypted today and put on the digital
shelf for 10 years, as may be required by legislation, it will still sit there in 10 years, being encrypted with
todays technology. But what if CRQC emerge in 8 years? That would give attackers the opportunity to break
encryption and digital signatures on documents issued today. With signatures, confidentiality is not at stake.
Thus, documents can be re-signed with secure algorithms to guarantee integrity. However, adversaries trying
to manipulate content will leverage old document versions with legacy signatures. For encryption of a central
archive with controlled key management, symmetric algorithms with long enough keys could be used from the
beginning, as mainly asymmetric algorithms are impacted by quantum computers.

However, the threat of breaking crypography in the future applies to all types of data, not just regulated
information companies keep on the shelf. Think of e-mails or application traffic sent over corporate networks
and the Internet. Powerful adversaries may store encrypted data today, waiting for the day when they will
be able to decrypt it using a quantum computer. Hence, if RSA is broken in 15 years and migration to PQC
takes 10 years in a company, confidentiality of encrypted data is only guaranteed for 5 years. If that's not
acceptable, migration time must be shortened.

As a consequence, companys need to start planning their quantum readiness roadmap today. In the next
section, we will discuss elements of such a roadmap.
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2.3 Recommendations

The journey towards quantum readiness involves several steps and considerations. First and foremost, an
inventory of cryptographic technology has to be established. Based on the criticality of data, the vendor
landscape and the use of custom systems, actions for mitigating risks must be planned.

2.3.1 Build a Cryptographic Inventory

An inventory of quantum-vulnerable cryptographic technology used across a company serves as a map to
navigate the quantum readiness journey. This inventory must cover various assets, such as network protocols,
IT infrastructure, and OT (operational technology) infrastructure. On-premise deployments and cloud services
must be included likewise.

Encryption technology is often encapsulated in software libraries. Third-party libraries cause dependecies
on external companies or an open source community. For every piece of software, e.g., third-party libraries
used in custom built applications, a commercial off-the-shelf software, or an operating system component, the
underlying algorithms should be included in the inventory along with the maintainer of the software. Note that
encryption technology is often hidden in firmware of hardware devices such as IoT equipment or industrial
control system controllers.

Tools may support the discovery process of cryptographic assets. Established IT asset management and dis-
covery practice provide a good starting point. Assets may be enriched with information about cryptographic
protocols. Make sure to distinguish between symmetric and asymmetric algorithms, because quantum threats
mainly target asymmetric encryption. Tools like CodeQL [6] are useful for discovering cryptographic vulner-
abilities and legacy algorithms in source code. However, tools typically fail to detect everything and must be
complemented by other means.

For systems covered by the inventory, the criticality of associated data must be assessed. This should include
critical infrastructure protected by access control systems. The criticality of data usually depends on the
business value of the data, e.g., determined by the worst case scenario of leaking it to competitors or criminals.
Also, the data lifecycle plays an important role: does data require long-term secrecy or will it be obsolete in a
month?

Finally, the inventory should be integrated into established security risk management processes. Risks should
be rated with regard to the severity of incidents and the likelihood of these incidents. For instance, the transfer
of business-critical data over a public network should be treated with high priority, due to the severity of a
corresponding data breach and a relatively high likelihood of an adversary storing the encrypted data today
for later decryption. Depending on their rating, risks may be treated by actions, avoided, transfered or simply
accepted, if costs for addressing it are larger than potential damage.

2.3.2 Engage with Technology Vendors

Companies are likely to have external dependencies regarding quantum-vulnerable cryptography throughout
their entire supply chain. This includes third-party or open source software libraries used in applications
developed inhouse, cloud services, purchased software solutions, hardware appliances, or ICS systems.
For software maintained by external parties and vendors, it may prove difficult to gather detailed information
about employed encryption algorithms. Hence, it is important to engange with the correspoding maintainers
and vendors to get the required information. SBOMs (Software Bill of Materials), and if available, CBOMs
(Cryptography Bill of Materials) should be requested by vendors for their products and services.

Ask vendors for a post-quantum roadmap and possible migration plans. This communicates a sense of ur-
gency to them and raises the awareness for quantum vulnerabilities in their software. They might themselves
need to ask their vendors to inform them about cryptographic subcomponents. Nevertheless, solutions to
post-quantum threats will take time until published. Hence, the entire software supply chain must be mon-
itored for an extended period of time, continuously updated with the latest vendor information.
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Actions taken towards quantum-safety need to be aligned with the roadmap of key vendors and (at least
partly) depend on what the vendors are planning. In the best case, vendors eliminate vulnerable algorithms
from their services and all that's required is a software update. In the worst case, vendors fail to provide
convincing post-quantum roadmaps, requiring the replacement of solutions. For future procurements, criteria
and questions addressing post-quantum cryptography should be added to request for proposals.

2.3.3 Update Custom Systems

For custom software systems developed inhouse, responsibilities of software maintainers reside within the
company. That is, source code needs to be analyzed and searched for cryptographic algorithms. Software
engineers and project managers require awareness of quantum technology and its impact on security. De-
pending on the vulnerability, legacy components could be retired, components could be replaced, code may
be refactored or workarounds might be devised. If applicable, symmetric instead of asymmetric encryption
could be considered for certain use cases. Product owners must integrate high priority issues related to
quantum-safety in product roadmaps. Last but not least, endorsement by managers and the executive board
is of prime importance to justify costs incurred by mitigation actions.

Some PQC algorithms are more demanding regarding computational resources [2]. Hence, it is important
to assess whether current IT infrastructure, especially if it is comprised of older hardware, is capable of
running the new PQC components. In case the company’s business is based on selling software products
and services, questions of clients must be answered and roadmaps published.

2.3.4 Cryptographic Agility

When migrating from classical to post-quantum cryptography, the concept of crypto-agility becomes very
important. Crypto-agility means to be agile with regard to cryptographic primitives, schemes, algorithms, or
parameters used [7]. In crypto-agile systems, changing cryptographic elements is easy and allows for smooth
transistions.

Achieving crypto-agility is not trivial, because changing the cryptographic stack can be a complex and costly
endeavour. Moreover, roles of people and processes interacting with the system might change as well. As an
example, think of switching from using a PKI to symmetric encryption. This will have wide-ranging implications
regarding key management and trust setups. Components currently only using an insensitive public key
may need to handle secret keys in the future, requiring a completely revised system architecture and risk
assessments. A powerful way of achieving crypto-agility is the adaption of multi-key encryption and signature
schemes. However, this again requires careful system design.

Even though crypto-agility is hard, companies should start investing in it today. Currently, there is still time be-
fore CRQCs become available. Adopting crypto-agility now means to be prepared when CRQCs emerge. The
unprepared might have to hastily change cryptographic stacks under pressure of luring real-world attacks and
public attention. Time pressure will likely cause mistakes, glitches in service availability, and data breaches.
Furthermore, investing in crypto-agility pays off even today. Classical cryptographic algorithms are frequently
broken by improving classical attacks. In crypto-agile systems, exchanging vulnerable components is easy
and safe - before or after the age of quantum computers.

When planning for the procurement of new systems or replacing legacy systems, companies should bring up
crypto-agility in vendor request for proposalss.

2.3.5 Zero Trust Architecture

As discussed above when pondering the shelf-life time of data, exposure of data encrypted with classical
algorithms puts it at risk of being decrypted or stored now and being decrypted later by an adversary con-
trolling a CRQC. The availablity of CRQCs and the capabilites of adversaries are typically out of our control.
However, data exposure can be controlled, at least to some degree.
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Even though that might not be a problem today, it is worthwile to think about the visibility of encrypted data in a
company. How much encrypted data is sent over public networks? How criticial is that data? Is there an easy
alternative to exposing it to the public? The less encrypted data is accessible, the less it can be stored for
future decryption. Adopting a zero trust architecture with separated network fragements could further reduce
the visibility of encrypted data. Along the same line of reasoning, rethinking access control to encrypted data
may prove beneficial. The less people see unencrypted data, the less potential for storing it.
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3 Quantum computing performance
measurement and its implication on
applications

Dr. Mattia Fiorentini

3.1 Introduction

Quantum computing is an emerging technology that may revolutionise digital information processing. For
example, a programmable, fault-tolerant, large-scale quantum computer may deliver exponential speedup in
many computational tasks of broad scientific and commercial value.

The fundamental unit of a quantum computer is the qubit. Similarly to classical bits, its outcomes can be only
two, typically labelled with 0 and 1. Whereas a classical bit can only be in either the 0 or the 1 state, a qubit
state is specified by the likelihoods of being in or transitioning between the two outcomes, the amplitudes
— a phenomenon called superposition. Moreover, these transitions follow the principles of wave mechanics
and show interference patterns [8]. As such, the state of a collection of qubits is defined by their amplitudes
deterministically, while each outcome sequence of Os and 1s, a bitstring, can be observed probabilistically,
following a distribution prescribed by the amplitudes via the Born rule. A quantum program can be implemen-
ted by a sequence of gates operating on the qubits — the gate-based model is the most widespread universal
quantum computing blueprint. Depending on the quantum state, the bitstring probability distribution may not
be sampled efficiently if emulated with a classical computer: this is an instance of quantum computational
supremacy, demonstrated by a quantum computer prototype in 2019 [9]. The word supremacy stresses the
ability to efficiently solve problems that would otherwise take classical computers more than the computational
power available in the visible universe [10] and is attained by harnessing resources such as entanglement,
which quantum computers can exploit natively.

The envisaged transformative impact of quantum computers is due to their capability of surpassing classical
computers’ performance at useful tasks. Within a wide body of scientific literature, many problems were
identified that can be solved more efficiently with quantum algorithms [11]. Cryptanalysis is one of the most
discussed topics, as Shor’s algorithm [12] may compromise well-known public-keys security protocols due to
its expected exponential speedup. Quantum simulation, both analogue and digital, is a natural application
with an exponential reduction in memory usage and potential exponential speedups [13]. Fundamental linear
algebra may benefit from exponential speedups too, for some problems [14], with downstream benefits affect-
ing machine learning training and partial differential equation solving, for instance. Unstructured optimisation
and Monte Carlo estimation — used in many computational and industrial modelling domains — may benefit
from polynomial speedups thanks to Grover’s algorithm [15] and its derivative Amplitude Estimation [16]. The
bourgeoning field of variational hybrid quantum-classical algorithms [17] allowed scientists and industry prac-
titioners to use near-term quantum computers in many fields such as machine learning [18], optimisation [19]
and chemistry [20]; however, the potential advantages are heuristic and require case-by-case analysis.

Available quantum computers are limited in size and plagued by intrinsic noise due to spurious qubit inter-
actions and limited precision in qubit control [21]. Moreover, each of the many experimental approaches to
building qubits, i.e. a modality, shows unique characteristics due to differences in the fundamental physics.
The most important quantum computing modalities are superconducting circuits comprising of microfabricated
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Josephson junctions, where the circuit degrees of freedom, such as charge, capacitance, and inductance, can
be engineered to realise qubits of various flavours, such as transmons (charge-phase) and fluxoniums (flux-
phase) [22]; trapped ions in quantum coupled-charge devices [23] using the hyperfine orbital levels of the
additional electron; neutral atoms in optical arrays, where the hyperfine electronic orbitals, nuclear spin, or
Rydberg states can be exploited; photonics systems utilising frequency and polarisation of individual photons;
silicon spins from nanostructures engineered to either hosting particles or embedding defects that add a spin
degree of freedom.

Consequently, defining, quantifying, and discussing the performance of existing devices becomes a natural
endeavour and is paramount to improving future hardware generations and progressing rapidly towards useful
quantum advantage.

3.2 Analysis

In the year 2000, David DiVincenzo laid out criteria for guiding the development of quantum computing
devices [24]. His principles stress the importance of five aspects of viable quantum hardware: qubit char-
acterisation and scalability, initialisation, long coherence time compared to gate times, universal gate set,
and individual qubit measurement. Over the following decades, many benchmarking methods have been
developed for quantitatively assessing these principles in hardware prototypes, which fall roughly into three
categories.

Firstly, subcomponents- and operation-level benchmarks assess the performance of granular hardware func-
tions such as qubit decoherence times and isolated one- and two-qubit gate errors. In the small qubit regimes,
the device’s quantum mechanical processes can be characterised from measurements with reasonable effort
and compared against theoretical results. Such tests are useful for evaluating new qubit types and earlier-
stage technological demonstrators to inform design choices for next-generation systems.

Secondly, holistic benchmarks focus on system-level performance. They typically entail executing simple
quantum programs with well-understood output — at least in the case of a few tens of qubits. The metrics
vary case by case, often comparing quantum computer samples against noiseless theoretical or emulated
estimates. As opposed to more granular benchmarks, these tests capture physical device processes that
cannot be isolated at the subcomponent level or characterised directly — such as multi-qubit noise effects —
which may severely impact the ability of the system to utilise quantum computational resources.

Thirdly, application-oriented benchmarks characterise the quantum computer performance at tasks of numer-
ical interest with cross-field relevance. They usually focus either on quantum algorithm primitives that are
candidates for quantum speedups or full-fledged algorithms for applied problems. As the name suggests,
these are the most relevant tests for this discussion as their outcomes may proxy for a broader future impact
and may help quantify the gap with classical state-of-the-art computational methods.

In passing, the clock speed of individual gates, the degree of connectivity between qubits, and the total qubit
number are other top-line metrics of interest.

Metriq [25] is a notable initiative collecting public results over many of the benchmarks above.

3.2.1 Definition

In the following part, the Clifford group is a standard gate set choice (Pauli ¥, X, Y, Z, Hadamard H,
Controlled-NOT (CNOT), Phase .5), as it implements universal computations with the addition of the T" gate;
however, there may be other preferred choices for specific modalities, such as the Mglmer—Sgrensen gate
for trapped ions. Similarly, we use the Z gate eigenstates as the computational basis and define 0 as the
ground state with low energy and 1 as the excited state with higher energy. Therefore, 0 is the initial state of
choice. The key figures of merit are the error rate per operation and the operation fidelity; fidelity is defined
as the discrepancy with the noiseless state, computed either theoretically or with an emulator, with one being
a perfect match and zero a complete mismatch. Lastly, to get a more mathematical picture of the definitions
provided below, it is useful to recall the Bloch sphere [26] depiction of a pure quantum state, where all the
computational states of the qubit lie: the classical states, that are the measurement outcomes, 0 and 1,
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are respectively at the "south" and "north pole" of the sphere, where the surface intersects with the Z axis,
corresponding to the Z operator eigenvalues of —1 and 1, respectively. Nielsen and Chuang [27] give a
standard textbook introduction to the mathematical foundations of quantum information.

Subcomponents and operations benchmarks

Coherence benchmarking investigates noise effects on individual and couples of qubits, probing departure
from perfectly coherent behaviour. Informally, this may be regarded as testing for the ability of the qubits
to preserve their quantum state, i.e. coherence. As the effect of noise is continuous and unavoidable, it is
possible to identify typical timescales over which the quantum information stored in the qubits is affected by
decoherence mechanisms. The longer these times, the better, as genuine quantum computation requires
coherence to leverage quantum effects and achieve what is beyond the classical domain — where many gates
are combined into a quantum program. Also, such timescales may inform recalibration cycles, and triggers,
as the electromagnetic pulses implementing gates need to be at the qubit resonant frequency, which may
drift in time. A Rabi flopping experiment is a fundamental test, as it does not require gate calibration. A qubit
is rotated around the X axis by a pulse of arbitrary duration and measured immediately afterwards. In the
noiseless case, the relative count of excited states should follow a sinusoidal pattern in the pulse duration.
In contrast, noise causes the oscillation amplitude to decay exponentially with a Tr.;; timescale. The Rabi
experiment can be used for gate calibration, which is needed by following experiments as they rely on the
qubit being in prescribed states. The relaxation time, T}, is the energy dissipation timescale. It is obtained
by preparing a qubit in 1 — with an X gate, for example — and measuring it after a delay: if the noise were
absent, the qubit would conserve energy, and each measurement outcome would be 1 for any delay, whereas,
with noise, there is an exponential decay in the delay of the relative excited outcomes. The dephasing time,
T quantifies the loss of correlation due to phase perturbation and is measured with a Ramsey experiment.
The qubit is prepared in an equal superposition by applying the X2 gate, and after a delay, the gate X2
is applied again, and the qubit is measured. Without noise, the number of 1-outcomes over measurements
follows a sinusoidal pattern in the delay, with periodicity determined by the qubit resonant frequency. Noise
suppresses the oscillations exponentially in the delay, from which T3 can be extrapolated. Also, the qubit’s
resonant frequency detuning can be measured by exploiting the qubit precession effect after the first gate is
applied. The Hans echo decay time T’ is another common metric. [28]

State Preparation And Measurement (SPAM) errors occur when the qubits are not initialised correctly in
the 0 state or imperfections in the measurement operation alter the state, causing the outcome bit to flip.
These errors are crucial as they affect other benchmarks, and decoupling error sources is key for device
characterisation. In the simplest case, SPAM error rates can be computed by initialising single qubits and
measuring: each time the outcome is the opposite of the initialisation, an error has occurred. However, as
we add more qubits, the case complicates. In typical applications, many, if not all, qubits are measured
together, and the errors correlate with each other, an effect termed cross-talk, requiring the computation of
the frequency of bit-flips conditional to all the other outcomes.

Tomography aims at reconstructing the physics of the noisy gates [29]; it helps to inform which physics me-
diates spurious interaction with and between qubits, which is especially useful for engineering and calibrating
two-qubit gates. Also, it enables the estimation of figures such as the diamond norm, used to asses error-
correcting code thresholds, and more accurate fidelities, as opposed to effective fidelities. For example, the
process density matrix can be estimated by repeated application and measurements of the Pauli operator to
single and coupled qubit gates. Noise tailoring is often used to transform general noise processes into pro-
cesses that favour an accurate estimation, such as Pauli twirling [30]. Gate set tomography is an established,
calibration-free technique that is widely adopted [31]. On the other hand, tomography folds SPAM errors
into the characterisation process, and detailed estimates incur high measurement overheads. Moreover, it
is unfeasible to characterise processes involving more than three qubits and gate combinations due to the
exponentially increasing costs. As a result, this method is impractical for studying system-level performance,
where the main error source may be correlated over long spatial distances and in time.

Randomised benchmarking (RB) measures effective average single- and two-qubit gate fidelities without the
impact of SPAM errors and controlling for time correlation effects [32, 33] . A random sequence of gates is
sampled from the Clifford group. Lastly, the sequence inverse is added, which can be computed efficiently
with classical means [34]. Without noise, the initial qubit state will be unchanged, so the fidelity against such
state, the survival rate, is the metric of interest. With noise, the number of outcomes in which the initial state
is measured after the gate sequence is applied decays as an exponential law with the error rate as the base
and the sequence length as the exponent. With interleaved RB [35], we can estimate the error rate of any
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specific Clifford gate by alternating the gate of choice with random ones. Gate error rates are very important

metrics, even in the simple case of independent errors: the total chance of error accrual is an exponential of
the average error rate in the number of gates.

Leakage probability is the chance that the two-level physical system implementing the qubit escapes the
computational space, and therefore control, resulting in a catastrophic error. In superconducting qubits, the
system may transition to a highly excited state, which may happen due to interactions with cosmic rays [36];
in atomic modalities, an atom may escape electromagnetic confinement; similarly, photons can go amiss in
optical circuits; an ion may undergo spontaneous decay and lose coupling with its additional electron.

Holistic benchmarks

At a system level, other errors manifest when performing mult-qubit operations, which can be spatially, cross-
talk, or temporally, non-Markovian, correlated. It would be of practical relevance to assess such multi-qubit
effects while retaining a granular that may inform the improvement of native one- and two-qubit operations.

Volumetric benchmarking [31] and random circuit sampling aim at testing classes of circuits drawn from arbit-
rary gate sets, which share spatial, i.e. number of qubits — circuit width — and temporal, i.e. the gate sequence
length — circuit depth — characteristics with known quantum algorithms. As the problem size increases, more
qubits are required, and the depth increases with prescribed asymptotic laws in the qubit number. For ex-
ample, for specific algorithms, such depth scaling laws may be logarithmic (MERA quantum classifier [37]),
linear (Bernstein-Vazirani [38]), low-polynomial (Shor’s [12]), or exponential (Grover’s [15]). This framework
encompasses a few well-known benchmark instances. Quantum Volume [39] inspired the volumetric frame-
work and considers square circuits (linear scaling) as they can explore, that is, scramble the qubit state space
fully; theoretical guarantees exist on the distribution of certain bitstrings, the heavy output, in the case of a
perfectly coherent system, as well as a fully depolarized, i.e. incoherent, system [40]. A quantum volume test
is passed if the heavy output probability is above 23, and the highest circuit surface, width times depth, that
passes the test is the system quantum volume. Quantum supremacy demonstrations [9] are based on the
random sampling of two-dimensional random circuits of cyclical random gates, where a cross-entropy figure
of merit compares the discrepancy between classical and quantum [41] samples. Both quantum volume and
cross-entropy benchmarking require a classical emulation step, which limits their width scaling to about 50
qubits. Mirror-circuit benchamarks [42] are another instance of a volumetric benchmark: running a random
circuit, complementing it with its inverse, and measuring the survival rate. Although this test scales to higher
qubit numbers, it is restricted to Clifford gates for efficient inverse calculation. The case of mirror circuits
on universal gate sets was recently proposed [43]. Although these tests offer a good abstract system-level
performance assessment related to expected performance in executing quantum algorithms, the granular
gate-level picture is more difficult to address.

Cyclic and layered benchmarks can asses parallel gates acting on full qubit register at scale and estimate
the fidelity of the operation as a whole, i.e. layer fidelity. This is a realistic mode of operation, resemblant
to a microprocessor cycle, which encompasses cross-talk effects and can be decoupled from SPAM errors.
Cycle benchmarking [44] leverages Pauli twirling and can study arbitrary multi-qubit gates. Error per layered
gate [45] extrapolates an intrinsic, width-independent figure of merit, which helps assess and engineer the
native gate operations sharing approaches with RB. With this toolbox, it is possible to obtain gate-level figures
and proxies for algorithm execution, providing a more complete picture than other methods.

Greenberger-Horne-Zeilinger (GHZ) state preparation [46] is a widespread test measuring multiqubit coher-
ence. The GHZ state is an equal superposition of the multi-qubit ground state, the all-0 bitstring, and the
excited state, the all-1 bitstring. It can be prepared by applying the H gate to the first qubit, which puts it in the
0-1 superposition and a CNOT to each adjacent qubit pair in sequence, starting from the first one. Similarly
to a Ramsey experiment, this state is susceptible to dephasing. Moreover, according to various definitions of
multipartite entanglement, it is a maximally entangled state: intuitively, these suggest that the qubits cannot
be divided into groups that show strong correlation among themselves, with loose correlation across groups
— classical in the limit. Fidelity is another key metric, as the higher the value, the higher the multipartite en-
tanglement; for benchmarking purposes, a GHZ fidelity above 0.5 is a satisfactory result, with system-level
performance reported as the largest number of qubits for which the GHZ state meets this criterion.
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Application-oriented benchmarks

Application-oriented benchmarks focus on the execution of quantum programs with specific computational
goals. They may assess the quantum computer execution of one of the known quantum subroutines candid-
ates for speedups and calculate the fidelity of the output state with the aid of a noiseless classical simulation.
In other cases, the benchmark may assess the quality of the solution retrieved, such as the energy value for
ground state preparation, the distance from the global optima, the accuracy in the case of supervised learning,
or a proxy for the time to solution at a prescribed quality level. The Quantum Economic Development Consor-
tium [47] has spearheaded such initiatives, developing a framework that aims at portability between systems
and modalities. Note that time benchmarks are premature due to the early stage of quantum hardware and
the nuances of the classical computation steps required in end-to-end pipelines.

Lubinski et al. [48] presented one of the earliest comprehensive application-oriented benchmarking suites
where a volumetric benchmarking approach was used to assess the performance of many popular algorithms.
The critical metric is output fidelity, as the test suites aim to quantify which quantum computer can execute
algorithms with ample multiple downstream use cases as coherently as possible. The algorithms exhibit
different circuit depth-to-width scaling, covering various expected quantum speedups. Interestingly, the effect
of execution optimisation methods, from compilation to error mitigation and post-processing, is discussed,
emphasising the impact of quality gain on the fairness of the comparison. Another batch of results obtained
similarly were recently made public [49].

Other top-line metrics

Other figures of merit may help with comparing hardware performance. However, they are mostly of qualitative
significance at present and poised to gain importance as system quality improves.

Qubit connectivity. Hardware-native two-qubit gates apply to qubits that can be physically coupled. The de-
tails of the coupling depend on the modality. For example, currently, atoms enjoy all-to-all connectivity as
they can be safely transported to two-qubit interaction zones, where the gates are applied. In contrast, su-
perconducting qubit coupling is achieved by specific circuit elements and, therefore, restricted to the possible
coordination of a two-dimensional planar graph, with each qubit having between 1 and 4 coupled neighbours.
High connectivity is particularly helpful in reducing the implementation overheads of quantum error correction,
such as in this demonstration with the color code [50]. In contrast, superconducting topologies must designed
with specific protocols in mind, such as square lattices for the surface code [51].

Gate and operation speed. Gate and operation — such as transport —, time is a close proxy for speed-
to-solution. Current figures are highly modality dependent, and there can be differences exceeding three
orders of magnitude between modalities — superconducting qubits currently being the fastest. Although this
may be relevant in the future, due to error correction overheads, for instance, the present consensus is
to focus on implementing quality operations rather than fast operations — as speed can be trivially gained
at the expense of quality in some cases. At a program level, though, the gate sequence post-compilation
determines the total runtime. For example, gates acting on different qubits can be applied in parallel. This
is always the case for one-qubit gates. For two-qubit gates, the execution sequence is determined by the
qubit connectivity; non-adjacent qubits require the addition of SWAP gates in between them — which causes
substantial overheads. To provide a picture more reflective of the native hardware operations, the Circuit
Layer Operation Per Second [52] was devised, which can be summarised as the average execution rate per
gate of a parallel set of native hardware gates.

Qubit number. Having systems with a large number of qubits is of obvious importance. For example, larger
problem instances must be embedded in more qubits, and most logical encodings have a physical-to-logical
qubit ratio from around 10 : 1 to around 100 : 1. However, preserving and, at present, improving quality
as the qubit number increases is paramount for progressing towards useful quantum computation. This is
challenging as cross-talk increases dramatically with higher qubit counts. Proposed approaches to overcome
the issue entail networking multiple physically separated, smaller QPUs in a single processing unit.
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3.2.2 Maturity

In the past few years, the pace of hardware development has accelerated. The first comprehensive application
benchmarking exercise was released by Lubinski et al. [53] and provided a detailed comparison between the
quantum computers accessible via public computing clouds at that time (2021), which were Rigetti’'s and IBM’s
superconducting and Honeywell Quantum Solution’s (now Quantinuum) and lonQ’s trapped-ion computers.
Although a detailed comparison between devices and vendors is out of our scope, we report the most relevant
results from the last revision of Lubinski et al. [48] (2023) that help assess the growing level of maturity of
quantum computation in broad-impact applications.

Within the volumetric benchmark framework, it is possible to see how high gate fidelity and connectivity lead
to higher quantum volume. Similarly, such hardware features are conducive to higher output fidelity for wide
(and shallow) circuits. This circuit type includes Hamiltonian simulation, a task of high scientific relevance, and
results suggest that problems embedded in more than 10 qubits can be reliably addressed with quantum hard-
ware. This outcome confirms the early expectation that quantum computing could aid the study of quantum
matter. Also, it may extend to tasks that can be mapped to such problems, such as certain classical par-
tial differential equations. However, the problem mapping can cause overheads and needs to be thoroughly
investigated. Considering more general-purpose algorithms, we can see that the steeper depth asymptotic
scaling (Shor’s, Gorver’s, inverse Fourier transform, amplitude amplification) harms the volumetric figures,
and the gap between modalities is reduced, with significant fidelity degradation already at 10 qubits in the
best case. Although it is possible to see marked differences in application performance benchmarking due to
modality characteristics (connectivity) and granular component benchmarking figures (fidelity), the high-level
picture suggests that the hardware under consideration is at a pre-application impact status. This is pos-
sibly due to the apparent shortcomings of implementing fault-tolerant algorithms directly with physical, rather
than logical, qubits and gates, causing errors to accumulate rapidly. Although variational quantum algorithms
can be more flexible and lenient towards the physical system noise, the variational quantum eigensolver
(VQE) was tested with a specific ansatz, which is a choice of parameterised quantum circuit chemistry mo-
tivated, with an exponential scaling depth, ending up suffering from the same drawbacks as the fault-tolerant
algorithms.

Around the same years, 2021 — 2022, quantum computing manufacturers provided peer-reviewed applicative
results from their publicly available quantum computers as well. By picking applications, algorithms, and
implementation strategies that fit the specific hardware nuances, it is possible to show more advanced results
— at the expense of portability. More flexible approaches and refined variational quantum algorithms led to
successful demonstrations in chemistry [54], machine learning [55] and optimisation [56, 57] — some of them
effectively utilising more than 20 qubits.

This trend has continued over the years, and 2023 and early 2024 within the last twelve months, other suc-
cessful application-oriented experiments have emerged, testifying to the industry’s gain in momentum.

An IBM team utilised their ibm_kyiv computer for quantum simulation [58]. The device has a superconducting
fixed-coupler QPU with 127 qubits, median 77 = 272u sec, median T, = 120p sec, median 2-qubit gate
error rate of 1.061 x 102 readout error rate of 8.900 x 10~3, which are good granular figures for transmon
qubits. The chosen application is the simulation of the Kicked Ising Hamiltonian dynamic under trotterised
time evolution. The large number of spins, 127 as the number of qubits, and the many trotter steps of the
time evolution, up to 20, resulting in up to 60 layers of two-qubit gates with a total of 2880 CNOT gates, make
this experiment one of the most computationally intensive performed on a quantum computer today. Despite
the massive scale, sophisticated error mitigation methods led to good estimates of physical quantities, e.g.
magnetization, beyond what most classical methods can achieve. Interestingly, improved classical methods
based on approximate tensor-network contractions have been developed shortly after, precisely to replicate
the same experimental outcomes. These endeavours were successful. However, the variance in the classical
estimates confirms that quantum computing may be at an inflexion point, having reached the capability to
validate high-performance, approximated classical methods: this is remarkable, as in most, if not all, cases
so far, classical computers have been used to validate quantum computers and not vice-versa.

The Quantinuum hardware team presented a comprehensive benchmark of their H2 series race-track QPU
with 32 qubits and full connectivity [59]. The system features two-qubit gate error rate of 1.83(5) x 1073,
and SPAM error rate of 1.6(1) x 1072, which are state-of-the-art values for systems of such qubit numbers.
Coherence times usually exceed a few seconds for atom-based modality, which may be why they have not
been reported. The holistic (QV, GHZ) and application-oriented (QAOA optimisation, Hamiltonian simulation)
benchmarks also report industry-leading results. In an academic collaboration, the H2 device was used to
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prepare an elusive quantum state [60] that has been subject to intensive scrutiny for its relevance to fault-
tolerant quantum computation; this confirms the modality suitability for quantum physics simulations with a
concrete possibility of opening new frontiers of scientific discovery.

A team at QuEra recently demonstrated logical processing capabilities with their neutral atom programmable
arrays of 256 qubits with full connectivity [61]. Granular figures show two-qubit fidelities of 99.5% and average
SPAM fidelity of 99.5% [62], registered for the first time in this modality. The experiments demonstrated a few
ways of implementing a reduced set of logical operations on encoded qubits; in several cases, the fidelity of
logical processing surpassed the physical operation fidelity. For example, with the Steane code, 10 logical
qubits are created, 4 for data processing and 6 ancillae for detecting initialisation errors, each needing 7
physical qubits. A logical algorithm with transverse gates can prepare a GHZ state on the 4 data qubits — as
it requires Clifford gates only. The logical fidelities can be increased by discarding outcomes when errors are
flagged by the ancillae or detected at measurement. The logical SPAM fidelity is 99.975-05%, which exceeds
physical SPAM and 2-qubit fidelities; the GHZ state shows a fidelity 99.851“(1’;(1)% when fault tolerance was
enforced, i.e. no errors must be detected, with an effective discard rate of about 80% of the samples. The
work presents more sophisticated fault-tolerant coding experiments with up to 48 logical qubits, corresponding
to 128 physical qubits. Such experiments involve sampling from IQP circuits, which is a difficult task for
classical computers in the general case. Overall, the large qubit count, the complete connectivity, the high-
quality granular metric, and the global pulses specific to this modality were instrumental in this first-of-its-kind
demonstration of logical quantum information processing at such a scale.

3.2.3 Trends
Main modalities

The more mature modalities are in an orderly pursuit of higher qubit numbers, that is, with stringent require-
ments: two-qubit fidelities must be above 99%, with ideal figures above 99.9%, and gate sets must be universal
— these figure motivated by the physical error threshold require by popular error correction codes such as the
surface code to operate effectively. This strategy faces two milestones.

Quantum computers must break out of what is possible for classical computation; this is the first milestone.
Most data centres have enough memory to emulate a noiseless register of around 50 qubits but not much
more due to the exponentially growing Hilbert space (memory requirements). So far, quantum supremacy
demonstrations were achieved with just a handful more noisy qubits but were academic and have had limited
impact on the adoption of quantum computers outside its historical circles. Moreover, noise renders por-
tions of the Hilbert space inaccessible, and highly entangled states cannot be visited, for example. This has
dire consequences, such as allowing approximate classical methods to perform certain physics experiments
involving hundreds of noisy qubits more accurately and conveniently.

Quantum computers must achieve some of the computational goals they were initially envisaged for; this is
the second milestone. In an optimistic case, a few hundred good-quality but still noisy qubits may enable
scientists to study physical phenomena that are classically impossible to simulate, thanks to error mitigation,
noise tailoring, and fast gates. In a more conservative view, fault tolerance will be required. This may shift the
goal forward at around a few thousand physical qubits, yielding 50 or more logical qubits. This may enable a
strong, that is, noiseless, quantum supremacy demonstration. Most importantly, such a system may execute
quantum algorithms with known speedups.

Further along the line may lay the break-even point with an entirely classical computational workflow in end-to-
end applications. With between ten and a hundred thousand logical qubits, the speedups may finally benefit
quantitative finance, for example [63, 64]. The defeat of current public key cryptosystems, such as RSA, may
come afterwards, at around a million logical qubits.

Other modalities

Other modalities are at earlier stages of pre-system integration and yet hold promise for building large-scale
quantum computers.
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Silicon spin qubits can achieve two-qubit fidelities higher than 99% and as high as 99.9% [65, 66]. Also, they
share manufacturing methods with commonplace complementary metal oxide semiconductor fabrication, and
various proposal exists for connecting qubits at long distances, such as shuttling electrons or via optical
networking. These are some of the critical ingredients that suggest a future promise for scaling.

Other approaches to building qubits focus on intrinsic noise protection; that is the case of bosonic qubits. The
Gottesman-Kitaev-Preskill (GKP) qubit and the cat qubit (from Schrddinger cat states) are two such examples
and are built upon bosonic states of matter [67]. Such states have the potential of performing autonomous or
passive quantum error correction, that are implemented by the physical system rather than by exerting active
control on the qubits. At a physical level, this entails engineering the interaction of the computational degrees
of freedom with the rest of the system. The compelling promise of bosonic qubits is that autonomous error
correction may significantly reduce the overhead costs, in hardware and execution time, of active quantum
error correction protocols, such as the surface code, or facilitate implementing lightweight protocols, such as
the quantum low-density party check (QLDPC) code. Interestingly, the physical realisation of bosonic qubits
pairs popular quantum technologies such as superconducting circuits with microwave cavities, as in a few
recent experimental realisations [68, 69].

Topological qubits are theoretical constructs that achieve noise protection through their topological state,
which specific noise channels cannot perturb. The leading approaches seek to exploit Majorana zero modes,
a type of quasi-particle or collective excitation of matter named anyon. These exotic states of matter have
been theorised in diamond nitrogen vacancies, although they have eluded experimental observation. They
may also be prepared with the aid of quantum computers, although their complete control has not been
achieved yet [60].

3.3 Recommendations for Switzerland

Leading global quantum computing companies are already operating in Switzerland, while the Confederation’s
stability and high standard of living place the country in good stead for attracting investment and talent.

The national ecosystem comprises a capable high-tech industrial base active in relevant domains such as
cryogenics, photonics and microelectronics, with prominent academic institutions active in the quantum com-
puting research landscape.

Looking abroad, other governments took active roles in growing their national quantum sectors. The United
States of America included significant provisions for quantum computing hardware in their CHIPS Act, which
allowed national laboratories to expand their quantum hardware research programs. This stimulus directly
benefitted the US quantum computing industry in the capacity of supplier and research partner. In the United
Kingdom, quantum computing programs were launched a decade ago and continue to grow. The U.K. gov-
ernment focused on de-risking three-way partnerships between suppliers, academic researchers, and pro-
spective customers interested in evaluating the potential of the technology. Such initiatives resulted in new
intellectual property as well as business opportunities for quantum companies.

Such is the maturity of the Swiss ecosystem that if initiatives of the same nature were undertaken on Swiss
soil, similar benefits would be expected.

Other nations in continental Europe are following suit, procuring more sizeable systems of various modalities
and installing them in academic labs and national data centres. Suppose Switzerland were to follow a similar
path. In that case, the national industrial base is expected to play a significant role in the procurement process,
with leading global hardware manufacturers guiding the system integration and contributing to a successful
delivery. Moreover, having quantum computers in Switzerland may boost local universities’ scientific output
and help forge partnerships between local research groups and global quantum computing companies.

Another emerging trend concerns national manufacturing centres dedicated to quantum technologies and
computing. Like the semiconductor industry, quantum computing has complex supply chains and may fall un-
der export control rules in the coming years. Domestic manufacturing lines will reduce these risks. Moreover,
photonic, silicon spin and superconducting modalities, as well as other quantum technologies such as com-
munication and sensing share much of the manufacturing process with CMOS foundries. Switzerland may
seize the opportunity and partner with allied nations to establish quantum manufacturing centres, which also
share synergies with classical computer and Al chip manufacturing. A dedicated national quantum fab may
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help lower the entry barrier to hardware experimentation for national and friendly players, and create hun-
dreds of highly qualified jobs directly and from local suppliers — other than being a national strategic asset for
technological independence.

3.4 Conclusions

The past decade has been momentous for quantum computing. On the one hand, scientific results helped set
performance goals and metrics to evaluate experimental hardware prototypes. On the other hand, industry
leaders started deploying full-fledged quantum computers in the cloud and on premise, allowing academics
and industry practitioners alike to experiment with them routinely.

Benchmarking quantum computers has become commonplace, with an established set of criteria suitable for
full-spectrum examination, from the smaller subcomponents useful to develop future hardware iterations, to
expected end-to-end applications for comparison against classical commercial solutions. However, due to the
early stage of the industry, the comparison against classical solutions is of limited significance yet; it does not
seem reasonable, nor fair, to expect that more than 70 years of technological gap [70] shall be filled in less
than a decade.

When addressing the maturity of quantum computation, we focused on application-oriented benchmarks.
Although efforts have been made to make such benchmarks both significant and portable, the results are
modest. Shifting to more ad-hoc experimentation, that is, taking into account the strengths and weaknesses
of specific systems and leveraging a substantial toolbox of performance optimisation methods, we saw im-
pressive scientific and technical accomplishments that seemed well out of reach even 12 months ago. These
entail the simulation of quantum systems with triple-digit qubits, stretching the limit of classical computing;
logical algorithms implemented on double-digit logical qubits; and the preparation of exotic states of matters
that have eluded systematic physical experiments so far.

As we advance, fault tolerance with quantum error correction remains the ultimate goal. This objective still
determines the desirable characteristic of quantum computers; thresholds dictate the fidelity of two-qubit gates
with an ideal figure of above 99.9%; overheads imply that the qubit number should be around a few thousands;
and while it is premature to talk about operation speed, that would be soon a topic of interests as quantum
error correction will incur in substantial time overheads as well. However, quantum error correction is an active
field of research, and efforts are being made to reduce the burden that protocols place on hardware.

New modalities are on the rise, promising quality and scalability. Some are explicitly aimed at reducing the
cost of implementing quantum error correction, with envisaged dramatic reductions in the number of physical
qubit required.

Countries like the USA and UK with their unique economic ecosystem have been at the forefront of the
emerging quantum computing industry;. Moreover, their governments have placed early bets on the field,
which paid off. Switzerland does not lack the fundamentals to join the quantum computing race. By procur-
ing systems and making them available nationally, and subsidising international partnerships between local
suppliers and research centres, and global industry leaders, the Confederation could significantly boost the
national economy as well as acquire a strategic foothold in the active development of future quantum comput-
ing systems.
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4 Quantum Optimisation

Michael Tsesmelis

4.1 Introduction

Optimisation problems appear in wide-ranging fields such as physics and finance. In the defense-sector
specifically, optimisation is mostly investigated as a means to improving logistics, supply chain efficiency,
and mission planning. The parameter space of modern optimisation problems are intractable even for high-
performance computers, and most research in classical optimisation looks at speeding up the optimisation
process by trying out new heuristics and solution-converging algorithms. Quantum optimisation on the other
hand attempts to solve different classes of problems such as combinatorial and convex optimisation by lever-
aging the new hardware and computing paradigms that are quantum superposition and entanglement.

4.2 Analysis

Classical optimisation explores the solution space of a problem and in doing so attempts to find the solution
that maximises or minimises an objective function [71]. The solution space is characterised by a set of para-
meters which an optimiser tunes iteratively until a solution is found. In classical optimisation, many different
approaches exist to solve a problem exactly (for a global solution) or partially (for a local solution). Quantum
optimisation is being explored as a method to solve optimisation problems of type N P - non-deterministic
polynomial [71, 72]. This complexity type admits the verification of a solution in polynomial time, with no such
limit placed on the time-to-solve in relation to the input size. It is believed that quantum computers are able
to create exponential speedups for some NP-hard problems due to the parallelism enabled by operating on
entangled superpositions of possible solutions. Two major paradigms exist to solve optimisation problems on
quantum hardware: quantum annealing and variational quantum circuits [71]. The first is a physics-based
approach to quantum optimisation, the second is founded on mathematical optimisation principles. Both ap-
proaches are being explored as efficient solvers of N P-type problems, and it is yet unclear whether one of
the two methods will prove definitively superior than the other.

4.2.1 Quantum Annealing

Quantum annealing (QA) builds upon the foundations of adiabatic quantum computation (AQC) [73]. Physical
systems always tend to the lowest possible energy state; an apple detaching itself from a branch will fall
to the ground, where its gravitational potential energy is lowest. The physical description of the system’s
behaviour is encoded within a mathematical formalism called a Hamiltonian (i.e. a mathematical operator
representing the total energy of the system), and the system configuration with the lowest energy associated
to that Hamiltonian is called the ground state.

AQC initialises a quantum system in the ground state of an easy-to-solve Hamiltonian. By changing the
description of the system and its associated Hamiltonian, the ground state evolves to the ground state in the
new Hamiltonian. This is accomplished using the phenomenon of quantum tunneling, which helps the system
find a lower state by probabilistically "tunneling" its way through areas of high function cost to arrive at areas
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of lower function cost. This tunneling effect occurs naturally at the quantum mechanical level of the physical
qubits and does not cost the system any additional operations. By slowly evolving the Hamiltonian from the
initial Hamiltonian Hj to the target Hamiltonian H;, the ground state converges to the system configuration
(i.e. the global solution) of the target Hamiltonian [73, 71]. QA broadly mimics this process and relaxes some
constraints to allow for the practical implementation of AQC on quantum hardware.

4.2.2 Variational quantum circuits

In the context of gate-based quantum computers, it is possible to sequentially apply gate operators and
thus evolve an initial state into any target superposition state by applying a specific unitary U. This unitary
operation represents the full quantum state evolution and has to be decomposed into a series of hardware-
compatible gates which the quantum computer can execute. Variational Quantum Circuits (VQC) allow the
parametrisation of these hardware-compatible gates, such that it is possible to create a learning process
where an algorithm updates these gate parameters to improve the optimisation results [71, 74]. An optimiser
runs the learning process on a classical computer and updates gate parameters at each iteration of the
optimisation process. As the output of the quantum circuit feeds into an algorithm running on a classical
computer, which in turns influences the parameters of the circuit, this entire process is commonly termed a
hybrid quantum-classical algorithm. The final parameters of the VQC are those that lead to the optimal result
in the solution space.

4.3 Trend Analysis

Although many varieties of quantum optimisation algorithms have been explored so far, it is too early to tell
whether these will offer provable and considerable speedups over their classical variants [71]. Due to hard-
ware reliability issues with entanglement and gate operations, it remains difficult to test quantum optimisation
algorithms on more meaningful and interesting problems. Instead, many research teams rely on quantum
computer simulation tools to run their proposed optimisation algorithms and to try to determine whether the
scaling of quantum algorithms and classical algorithms separate at larger problem sizes.

Several discrete optimization problems have been solved using QA, for instance in power network optimisation
or condensed matter physics [75, 76]. One important constraint for QA is the need to describe the optimization
task as a Hamiltonian, which is only feasible for certain types of problems. Moreover, the evolution from one
ground state to another becomes less precise and requires more time as the parameter space grows, thus
erasing the quantum advantage relative to classical computers.

Two pertinent issues facing VQCs are the low number of qubits in current quantum chips and the limited
qubit connectivity [72]. Qubit connectivity allows entanglement operations to be applied to two or more qubits.
These are difficult to implement for all possible two-qubit interactions in a grid of physical qubits. Furthermore,
the process of applying gate operations to physical qubits remains imperfect and thus the actual generated
quantum state deviates from the expected quantum state in a process called noise. This noise prevents any
algorithm from repeatedly and reliably finding the optimal solution to an optimisation problem, since some
deviation between the expected and the actual solution persists.

Running optimisation algorithms with VQCs nonetheless remains an effective method to embed noise within
the quantum state evolution process. Under the assumption that the noise remains stable across a defined
computational cycle, VQCs train gate parameters based on an expected circuit output and noise level. VQCs
thus allow researchers to test their optimisation algorithms on current noisy intermediate-scale quantum
(NISQ) computers despite the severe hardware limitations.

4.4 Outlook for the defence industry

Applications of discrete optimisation in the defence industry often involve the analysis of paths in a graph. For
instance, [77] considers the problem of finding the optimal refueling stops for military aircraft. Another paper
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[78] considers the maintenance workload problem, wherein parts or vehicules in need of repair must be as-
signed to different repair facilities in order to minimise the turnover time and operating cost. These examples
show that optimisation can play a crucial role in military decision-making. These classical optimisation prob-
lems however have not yet been mapped to their quantum computing counterparts, and therefore there exists
no evidence yet that these problems can be more readily solved using current or future quantum computers.

One important consideration in determining the value of quantum optimisation in the defence industry is the
scale of the optimisation parameter space. It is well supported that quantum computers, if they ever do display
significant speed-ps over classical computers, will only do so at large problem sizes, where the exponential
and polynomial cost curves separate. This critical size is potentially larger than the current network size
of many standing armies; the maintenance workload problem remains solvable on a classical computer if
there are only a few repair facilities and thus a restricted problem size. For Switzerland specifically, possible
applications would have to be carefully selected. Examples include: route planning in the mountains, where
the cost of traveling on difficult terrain could be encoded in the Hamiltonian; supply-logistics planning for
many small and separated units, wherein one supply vehicule could deliver all supplies in one supply run;
and optimal target selection, where the most crucial nodes in a network can be targeted according to certain
priorities, again encoded into the Hamiltonian.

4.5 Conclusion

Although several possible optimisation use-cases emerge with reliable quantum computers, the NISQ era is
one of research and development. Based on current estimates, there exist no useful optimisation problems
in any industry (including the defence industry) which will reap any meaningful benefits in the near-term.
Unless the Swiss defence industry is ready to invest significantly into testing and trialing its own optimisation
problems, there is no immediate benefit to focusing on quantum optimisation at the cost of other quantum-
based technologies which could prove more beneficial.
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5 Quantum Insights in Finance:
Analyzing Trends via Newspaper
Headlines

Evgueni Rousselot, Prof. Dr. Julian Jang-Jaccard, Dr .Loic Maréchal and Dr. Alain Mermoud

5.1 Introduction

Analyzing financial newspaper headlines can be a strategic approach to monitoring technology trends. Fin-
ancial news sources often act as early indicators of emerging technologies that have the potential to disrupt
markets and industries. By investigating headlines related to quantum technologies in financial newspapers,
one can gain insights into the technology’s perceived interest, impact, and market sentiments. These insights
provide a valuable lens through the evolving landscape of quantum technologies. This approach not only
provides insights into how the technology is received in the financial market but also illuminates broader mar-
ket perceptions and expectations, extending to sectors like defense. Thus, financial newspaper headlines
serve as a valuable resource for staying informed about trends in quantum technology.

5.2 Analysis

In our study, we employed the financial information platform Refinitiv Eikon ' to gather news headlines from
January 2017 to October 2023, focusing specifically on news items related to quantum topics. The quantum
topics stem from two primary branches of quantum technologies, which we believe hold substantial potential
for significantly impacting cyber defense capabilities.

» Quantum Computing explores the principles of quantum mechanics to perform computations using
quantum bits or qubits, capable of existing in multiple states simultaneously due to superposition.

» Quantum Communication leverages the principles of quantum mechanics to facilitate secure commu-
nication between parties.

5.2.1 Quantum Coverage

We conducted an analysis of trends and growth patterns, examining the frequency of coverage for quantum
topics over time. This included identifying any notable spikes (or declines) and an overall assessment of the
trajectory.

The results depicted in Fig. 1 illustrate the growth pattern of quantum topics mentioned in news headlines.
From this graph, we derive the following insights.

Thttps://eikon.refinitiv.com/
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Figure 1: Growth Patterns Over Last 7 Years (2017 - 2023)

» There is a significant upward growth rate in the quantum topics mentioned in news headlines - approx-
imately averaging 250% growth every 2 years. This trend illustrates the robust and growing interest in
quantum technologies within the financial market over the years.

» We observe a significant spike in interest each time a quantum breakthrough is achieved. For instance:

— The surge in 2019 may be attributed to the moment when Google Al Quantum claimed Quantum
Supremacy [79], demonstrating that quantum computers could solve certain problems exponen-
tially faster than the best classical computers.

— In 2020, researchers at Yale University [80] demonstrated a new error correction method cru-
cial for preserving quantum states and ensuring the reliability of quantum computations. This
method addresses the persistent challenges posed by noise and errors, which have been signific-
ant obstacles to the advancement of quantum [81].

— The surge in mid-2022 may be due to the demonstration of an experimental realization of fault-
tolerant quantum [82], proving that quantum scalability is possible, bringing the full potential of
quantum computing one step closer.

5.2.2 Top Quantum Topics

As shown in Fig. 2, the top 5 most mentioned quantum topics are related to quantum communications
(i.e., quantum_cryptography, quantum_communication, quantum_key_distribution, quantum_entanglement,
quantum_internet). This indicates a heightened focus on securing and advancing communication technolo-
gies within the financial sector. The prominent mention of quantum cryptography and key distribution reflects
a strategic interest in leveraging quantum technologies to support the security of financial transactions and
communications, especially in response to the potential threat quantum computers pose to conventional cryp-
tographic methods [83, 84]. This emphasis on quantum communication topics reflects a recognition within the
financial industry of the pivotal role quantum technologies can play in safeguarding communication networks
and ensuring the integrity of sensitive financial data [85, 86].

5.2.3 Topic Correlations

We explored the interdependencies among quantum topics by utilizing cosine similarity, assessing the close-
ness of their relationships based on shared content as they appear in the news headlines. To enrich the
semantic understanding of each topic, we augmented their content by incorporating descriptions sourced
from Wikipedia.
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Figure 2: Top Most Mentioned Quantum Topics

Here are a few insights we derived from analyzing Fig. 3

» With the highest correlation score of 0.76 between quantum_cryptography and quantum_key_distribution,

it is evident that there is a strong interest in quantum cryptography as a means of protection from po-
tential quantum attacks, where quantum key distribution (QKD) appears to be perceived as a practical
implementation of this interest.

» The second and third highest correlations, at 0.72 and 0.62 respectively, between quantum_algorithms
and quantum_machine_learning, in conjunction with quantum_computing, indicate a keen interest in
quantum speedup. This interest enables financial markets to process vast amounts of data rapidly and
accurately, optimizing investment decisions and facilitating risk analysis—a task traditionally considered
one of the most challenging aspects of the finance sector [87].

5.2.4 Trends

Analyzing the trends in quantum finance within news headlines reveals several key insights.

» The concentration of the top 5 most mentioned quantum topics around quantum communications sug-
gests that the financial sector recognizes the immediate value of quantum security in its efforts to
strengthen protection against potential quantum threats.

» The increasing number of news headlines related to quantum entanglement and quantum internet
points to a growing interest in futuristic communication technologies. Quantum entanglement, where
particles share states across any distance, offers instantaneous correlation [86]. This unique feature
can enhance ultra-secure communication, as any attempt to intercept or eavesdrop would disturb the
entangled particles, alerting users to potential security breaches. Quantum internet, built on entangled
quantum bits or qubits [86], facilitates secure and efficient quantum information transmission on a larger
scale. These quantum topics have the potential to redefine the transmission and security of financial
and sensitive information on a large scale, introducing a new era of communication technologies with
heightened security and efficiency.

» There is also a steady growing interest in quantum algorithms and quantum machine learning. Quantum
algorithms can solve complex computational problems faster than classical counterparts, facilitating
faster and more accurate analyses of large datasets, optimized investment strategies, and improved risk
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Figure 3: Topic Correlation using cosine similarity

management [87]. The combination of quantum computing with machine learning techniques, known as
quantum machine learning, has the potential to outperform classical methods, providing more accurate
predictions and revealing hidden patterns in financial data. The financial sector is keen on leveraging
these quantum technologies to gain a competitive edge by making faster and more informed decisions.

5.3 Recommendation for Switzerland

The defense sector can derive meaningful recommendations from the quantum insights gained in the finance
sector. By prioritizing the adoption of quantum cryptography, the defense industry can support privacy and
enhance the security of sensitive communications. Additionally, integrating quantum machine learning al-
gorithms into defense can enable faster identification of unusual patterns or behaviors associated with cyber
threats [86]. It also improves threat intelligence analysis by uncovering subtle correlations and hidden patterns
in complex cybersecurity data, facilitating more effective and adaptive responses to cyber threats [86]. Stra-
tegic investments in quantum computing infrastructure can enhance the defense sector by enabling advanced
modeling and simulations. This includes simulating complex cybersecurity scenarios to identify vulnerabilities
and conducting war gaming scenarios and strategy simulations, providing more realistic insights into potential
outcomes of military operations [86].

5.4 Conclusion

This chapter analyses quantum trends in finance news headlines, highlighting a robust and growing interest in
quantum technologies. With an average growth rate of 250% every two years since 2017, there is a noticeable
surge in interest with each quantum milestone. Quantum communication-related topics are most mentioned in
the headlines, reflecting a keen interest in securing financial transactions in the near term. Additionally, there
is growing interest in futuristic communication technologies such as quantum entanglement and quantum
internet. Quantum algorithms and machine learning are gaining traction, offering potential solutions for finance
risk management and the creation of innovative products. Drawing from the quantum insights in the finance
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sector, the defense industry can enhance privacy through quantum cryptography and drive innovation with
quantum machine learning algorithms. Additionally, investments in quantum computing infrastructure can
support advanced modeling and simulations for defense applications.
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6 Monitoring Development Trends of
Quantum Technologies through GitHub
Repositories

Thomas Berkane and Prof. Dr. Julian Jang-Jaccard

6.1 Introduction

GitHub can play a crucial role in tracking emerging trends in cybersecurity technologies, given its central
position in open-source development and collaboration [88]. Hosting a diverse range of real-world projects,
the platform offers a firsthand look into the practical implementation of cutting-edge cybersecurity tools and
methodologies. This enables cybersecurity professionals to analyze and comprehend the dynamic landscape
of security solutions. GitHub’s strength lies in its active developer community, where contributors openly share
knowledge, exchange ideas, and collaborate on cybersecurity projects [88]. Monitoring these projects can
keep individuals informed of the latest developments, challenges, and innovative solutions in the cybersecurity
domain.

6.2 Analysis

We conducted a case study to monitor the progress of quantum-related projects within GitHub repositories,
aiming to assess GitHub’s effectiveness as a source for technology monitoring. As the initial step in our study,
we identified 17 quantum topics that we consider crucial to monitor for their trends, as shown in Table 1.

Areas Topics

Quantum Computing Qubits, Quantum Coherence Times, Quantum Gate, Quantum
Circuit, Quantum Control Electronics, Quantum Error Correction,
Quantum Processor Cooling, Quantum Computations, Quantum Al-
gorithms, Quantum Simulators, Quantum Emulation, Quantum Op-
timization, Quantum Annealing

Quantum Communication Quantum Entanglement, Quantum Key Distribution, Quantum Cryp-
tography, Quantum Encryption

Table 1: Quantum Topics

We utilize the GitHub REST API ' to search repositories pushed since January 1, 2023. Our search criteria
include the repository name, description, or contents of the README file, focusing on at least one of the
17 identified quantum topics. Our GitHub search script was executed twice, on November 16 and 29, 2023.
Across both runs, we identified more than 195 repositories relevant to quantum technologies.

Thttps://docs.github.com/en/rest?apiVersion=2022-11-28
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6.2.1 Insights Based on Stars

In the context of GitHub, the "stars" for a repository represent the number of users who have marked the
repository as interesting or noteworthy by clicking the "Star" button [89]. The sheer quantity of stars becomes
an indicator of popularity, reflecting the level of interest and recognition a technology has garnered.

o-COourses 61999

QuantumKatas

gisk
awesome-guantum-m

Computer-Science-Resources

awesome-quantum-computing

giskit-tutorials

Figure 4: Top 10 Repositories by Stars

The results shown in Fig. 4 display the Top 10 repositories based on the highest number of stars, offering the
following insights.

« It is evident that a substantial segment of the developer community is presently immersed in acquiring
knowledge about the concepts and theories associated with quantum technologies. This observation
aligns with speculations from various reports [90, 84, 81] indicating that the majority of quantum tech-
nologies are still in an early stage of development. Six of the top 10 repositories (e.g., cv-video-courses,
Quantum, awesome-quantum-machine-learning, computer-science-resources, awesome-quantum- com-
puting) are dedicated to providing quantum learning materials.

The developer community demonstrates a keen interest in quantum algorithm and simulation develop-
ment, as evidenced by the popularity of quantum development kits such as QuantumKatas and qiskit,
ranking 2nd and 3rd, respectively.

There is a clear indication of growing interest in the advancement of low-level control for quantum circuit
development—a crucial building block to unlock the full potential promised by quantum technologies.
This interest is reflected in the popularity of Cirq at the 4th place among the GitHub repositories.

6.2.2 Insights Based on Keywords

Each GitHub repository usually contains a README file that serves as an introduction, offering a compre-
hensive overview of its purpose, features, and usage [91]. Analyzing README files within GitHub repositories
provides valuable insights from a technology monitoring perspective. By inspecting these files, we can gain
insights into the project’s objectives, functionalities, and the problems it aims to address.

The outcomes in Fig. 5 offer a concise overview of the Top 10 keywords extracted from README files. This
snapshot provides insights into the predominant themes and priorities within the developer community.

+ The presence of keywords such as "license" signifies a commitment to open-source principles, fostering
transparency and collaboration among developers.

+ Robust and accessible "documentation” and "example" emerge as key focuses, recognizing the com-
plexity of quantum technologies and the need for clear guidelines to aid developers in understanding
and utilizing quantum technologies effectively.

The prevalence of "python" as a keyword reflects the language’s central role in quantum development.

» The specific focus on "quantum computing" as a keyword reaffirms the dedication of these projects to
advancing the field.

31/38



Cyber-Defence Campus, Quantum Technologies
Trends and Implications for Cyberdefence, 7 March 2024

license

documentation

installation

library

quantum computing

Figure 5: Top 10 Keywords in READMEs

6.2.3 Trends

We conducted a time-series analysis of repositories exhibiting the highest growth rate in terms of stars.

quantQ

oqs-provider

cuQuantum

¥anadu-Quantum-Codebook

Figure 6: Top 10 Fastest Growing Repositories

Based on the results shown in Fig. 6, it is evident that an increasing number of quantum projects are emerging,
each addressing different aspects of quantum technologies.

» As exemplified by catalyst, the project with the highest growth rate, a growing number of projects are
anticipated to focus on developing tools capable of compiling and executing both classical and quantum-
based computing. This aligns with industry speculations [86], reinforcing the notion that future quantum
computing implementations will integrate computing farms alongside classical computers, resulting in a
hybrid system.

» Customized quantum developments are on the rise in various industries, notably in finance, as demon-
strated by quantQ (ranking second in growth rate).

» There is a substantial number of ongoing developer projects, like ogs-provider and sphincsplus, ded-
icated to quantum-safe cryptography (QSC). Solutions for QSC are anticipated to take effect sooner
compared to other quantum technologies due to the well-understood vulnerability of current classical
cryptography within the community [84, 86].

* Projects related to quantum simulation, as seen in SeQUeNCe and simulated-bifurcation-algorithm, are
expected to continue growing, serving as crucial tools to assess the capabilities of quantum technolo-
gies.
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6.3 Recommendation for Switzerland

Examining the fastest-growing repositories illustrated in Fig. 6, we observe an emergence of country-specific
quantum projects, such as the Munich Quantum Toolkit (MQT) from the Technical University of Munich (ref-
erenced as mqt-ddsim and mqt-qcec in the figure). In addition, there is a noticeable trend of technology
companies from certain countries making investments in quantum development, as evidenced by the NVIDIA
cuQuantum SDK. These national initiatives are crucial, considering the competitive advantage quantum
technologies can offer to nations across various sectors. This is particularly relevant to national security,
where quantum technologies contribute to secure communication, cryptography, and intelligence. Consid-
ering Switzerland’s top global position in innovation, securing the #1 rank 2 alongside renowned research
institutions like ETH and EPFL, there is a strong need for increasing Switzerland-specific quantum projects
and further investment focus in quantum companies based within the country.

6.4 Conclusion

This chapter analyzes GitHub trends in quantum technology development. The star-based analysis suggests
early-stage adoption, with top repositories primarily focused on quantum learning materials. Notable interest
lies in quantum algorithms and circuit development to unlock technology potential. Keyword-based analysis
underscores the need for transparent guidelines given quantum complexity. Python is central to quantum
development. Trends indicate growing projects addressing various aspects like integrating classical and
quantum computing, quantum-safe cryptography (QSC) solutions, and improving quantum simulation cap-
abilities. The observed growth rate emphasizes the requirement for expanding Switzerland-specific quantum
projects and investing more in domestic quantum companies.

Zhttps://swissnex.org/app/uploads/sites/8/2023/11/Switzerland-A-Hub-for-Quantum.pdf
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