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Executive Summary

From 2023 to 2025, the Swiss Federation was targeted by a series of DDoS (Distributed Denial
of Service) attacks against multiple governmental websites. While these attacks did not
massively affect the Federal Administration's operational capabilities, they raised much
attention in the media. Questions surrounding these events have led to a broader interrogation
of Switzerland’s general resilience against cyberattacks, specifically DDoS operations against
critical infrastructure.

This report is intended for public institutions as well as private companies to help them foster
DDoS resilience in Switzerland. It describes the different types of DDoS attacks along with
trends in attacks, defence, and research. Many mature, ready-to-deploy DDoS mitigation
solutions are available on the market, either as ISP service options, external cloud services,
on-premises appliances or managed services.

Organizations have a vested interest in determining which mix of DDoS mitigation services

best meets their needs depending on their business and own risk assessment. The various
solutions are discussed and concluded with general recommendations.
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1 Motivation

In June 2023, the Swiss Federation was targeted by a series of DDoS (Distributed Denial of
Service) attacks against multiple governmental websites. These attacks were performed by
the pro-Russian group “NoName057(16)” in response to decisions taken by the Parliament
related to the Russian invasion of Ukraine [1]. In January 2024, “NoName057” repeated their
actions due to President Zelensky’s attendance at the WEF (World Economic Forum) in Davos
[2]. On the 15-16 of June 2024, the group re-iterated their operation during the Summit on
Peace in Ukraine at the Burgenstock resort [3]. In January 2025, the WEF in Davos was again
attacked by the same group [4].

While these attacks did not massively affect the Federal Administration's operational
capabilities, they raised much attention in the media. Questions surrounding these events have
led to a broader interrogation of Switzerland’s general resilience against cyberattacks,
specifically DDoS operations against critical infrastructure. As the threat of DDoS is growing
both in frequency and intensity, the risk of victimization is especially felt by small businesses
and public institutions. The potential damages are not limited to financial losses, but also to
reputational setbacks.

A set of organizational and technical measures have already been recommended in the NCSC
report on the June 2023 attacks [1]. The goal of this report is to provide a more detailed
analysis of DDoS trends and mitigation solutions, preparing enterprises for deploying effective
countermeasures against DDoS attacks.

2 DDoS Taxonomy

Distributed Denial of Service (DDoS) is a type of cyberattack that overwhelms the victim’s
systems or network with a flood of internet traffic sent by a collection of multiple compromised
or colluding machines, called a botnet. The objective might be ideological, in which case the
denial-of-service may be an end in itself, e.g. the operation performed by NoName057(16)
against Swiss infrastructure; otherwise, the end goal tends to be financial, where the attacker
might ask the victim for a ransom in advance in exchange for not executing the attack, or use
DDoS as a smokescreen to distract security teams while simultaneously performing another
attack.

Since the first reported attack in 1996, where the attacker flooded an ISP’s server with
malicious SYN packets (so-called “SYN-flood” attack) [5], DDoS has evolved into a wide
variety of forms. While the sheer number of DDoS attack types makes categorization difficult,
a common high-level way of classifying them has been as either

(1) volume-based attacks, where the victim’s bandwidth is flooded with requests, e.g. UDP
floods, DNS amplifications,

(2) protocol attacks, where the victim’s server resources are exhausted, e.g. SYN floods,
ping-of-death, and

(3) application-layer attacks, which targets vulnerabilities in applications, e.g. HTTP flood,
slowloris [6] [7] [8]-
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Not all attacks fall neatly into these categories, but it provides a broad classification that is
useful for determining appropriate defense mechanisms. To characterize these attacks, which
are nowadays often used in unison, four dimensions need to be considered [9]:

»

—>

b

—

Exploited protocols: DDoS attacks exploit different protocols on different layers in the
OSI model, e.g. ICMP, ARP (L3); TCP, UDP (L4); HTTP, DNS, NTP (L7). There is a
more general distinction between L3/L4 attacks, which does not require the defender
to consider the payload, and L7 attacks, which are harder to detect.

Target resource consumption: A DDoS attack can target either the victim’s resources,
e.g. CPU, memory, /O bandwidth, critical links where the attack could create a
bottleneck, or even their financial capabilities (so-called Denial-of-Sustainability
attacks).

Attack capacity: A DDoS attack can be either volumetric, where the attack vector is a
large amount of traffic, or non-volumetric, where the attack vector will be a small
number of malicious packets.

Temporal dimension: DDoS attacks can be sent either as a continuous flow, which is
common for volumetric attacks, periodically, as pulse-waves or stealthily. The temporal
dimension is more detached from the other traits since the same type of attack can be
deployed in multiple modes of operations; however, some attacks do require a specific
temporal mode of operation to be effective.
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Figure 1 : Taxonomy which allows to characterize each type of DDoS attack, e.g. a SYN flood exploits TCP protocol,

targets memory and is a volumetric attack [9].
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3 DDoS Trends

For over 20 years now, DDoS attacks have remained one of the main cyberthreats on the
Internet, both in terms of impact and prevalence. This section outlines recent attacks and
defense trends.

Attack Trends

Continued developments and innovations of networking technologies open new ways for
attackers to perform denials-of-service by introducing new attack surfaces, e.g. the current rise
in number of unsecured loT devices leading to larger and larger botnets, such as the Mirai
botnet [10]. Attackers also constantly adapt to the newly implemented defense systems, e.g.
using adversarial learning techniques, and exploiting new vulnerabilities in application layer
protocols, such as the HTTP/2 Rapid Reset [9] [12] [10].

Over the past years, DDoS operations have grown both in volume and complexity, using
multiple attack vectors to conduct their operations, with massive attacks exceeding 5 Thps
[13]. There has also been an increasing shift towards application-layer attacks, which are
harder to detect than lower-layer attacks because they better mimic legitimate traffic.
Furthermore, there has been increasing use of mitigation bypass techniques, such as header
randomization or CAPTCHA solving [14].

According to the 2025 Global Threat Analysis Report published by Radware [15], DDoS
attacks targeting networks and websites have increased significantly during the last years.
Web DDoS attacks have increased almost 550% year-over-year since 2023. Applications were
attacked with increasing sophistication, using, e.g., HTTP/2 Rapid Reset and Continuation
Flow attacks. Also, the average volume of network DDoS attacks has risen by 120% from 2023
to 2024. An unprecedented number of DNS query flood attacks was visible, having increased
by 87% since 2023. Telecommunications, finance, and technology sectors were the main
targets, followed by transportation, e-commerce, and government. The rise of DDoS-for-hire
platforms is a new trend, lowering the technical entry barrier for attackers.

A trend report by Akamai emphasizes the point that sophistication overshadows size [16].
While older attacks mainly grew in scale and volume, modern attacks have evolved to be more
sophisticated: Multiple destinations, multiple attack vectors and Al-enabled tools are used to
systematically check defenses.

Defence Trends

Malicious actors continue to find new vulnerabilities to exploit for DDoS attacks. Depending on
the severity, few network packets may be enough to stop a vulnerable server completely.
Therefore, security analyses of protocols and products will remain relevant for the years to
come [9]. However, this task is beyond the scope of the average SME company. Here,
companies must rely on research done in the security industry and academia.

Programmable networks have allowed for more DDoS detection and mitigation on the network
side, through the deployment of software-defined networking (SDN) and network function
virtualization (NFV). Programmable switches have increased the capabilities of DDoS defense
systems in terms of throughput, real-time detection and attack vector coverage.

As manual rule creation is becoming increasingly obsolete in the face of modern complex
DDoS attacks and as computing power keeps growing, using machine-learning to detect and
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deter incoming attacks automatically has improved flexibility and accuracy of DDoS defense
systems [9].

4 DDoS Mitigation Solutions

‘DDoS mitigation’ commonly refers to any process designed to protect a designated network,
server or application from DDoS attacks. Thus, traditional solutions such as firewalls, Intrusion
Prevention Systems (IPS) or Web Application Firewalls (WAF) qualify as a form of DDoS
mitigation, notably with pre-established indicators of compromise (IoC) which can help identify
malicious IP ranges. However, these have been shown to be insufficient against modern DDoS
attacks [17] [18], and can even end up as bottlenecks in the network.

Since many organizations lack the financial means or the in-house capabilities to deploy
scalable high-capacity networks with proprietary mitigation techniques and organizational
measures to prevent DDoS attacks, they tend to rely on third-party actors to protect their
assets. Therefore, this report will seek to provide a framework for the procurement of off-the-
shelf DDoS mitigation solutions.

This section covers the following categories of established mitigation technologies (see Figure
2 for an illustration):

e On-premises anti-DDoS appliances

e ISP and third-party scrubbing centers

e Web Application Firewalls (WAF/WAAP)

e Content Delivery Networks (CDN)

o Remote Triggered Blackhole (RTBH) Filtering on edge routers
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Figure 2: Overview of different DDoS mitigation solutions on the network and application tier. Most solutions can
be deployed on-premises or in the cloud.
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4.1 On-Premises Anti-DDoS Appliances

Anti-DDoS appliances are specialized hardware with high capacity and the ability to detect
DDoS patterns. These can be installed in a network for better monitoring and to drop malicious
traffic. These solutions provide on-premises and immediate attack detection and mitigation.
Furthermore, by not delegating the monitoring to an external service provider, it allows for more
confidentiality and control over one’s assets, e.g. not sharing SSL/TLS keys for inspecting
HTTPS traffic. However, on-premises hardware can be expensive, difficult to scale, requires
maintenance and does not necessarily have the capacity to sustain modern volumetric attacks
on its own [19].

Pros Cons

+ Immediate mitigation - Low capacity

+ Direct control over the equipment - Low scalability

+ Traffic confidentiality - In-house skills needed to maintain and
configure

+ L3 protection
- No L7 protection

4.2 ISP and Third-Party Scrubbing Centers

An alternative to on-premises DDoS protection is cloud-based mitigation. In this case, the
clients divert their traffic to a scrubbing center hosted by an external service provider, which
filters out malicious traffic and sends back legitimate traffic to the client’s network through
Generic Routing Encapsulation (GRE) tunneling [9] [19]. This solution is generally limited to
network/transport layer (L3) threats.

There are two deployment methods: on-demand and always-on. The on-demand solution
requires a notice from the client, either manual or automatic', that their network is reaching
maximum capacity, after which the traffic is re-routed through DNS or BGP to the service
provider’s scrubbing centers. This solution is less expensive, but introduces latency in the
mitigation response, since the DDoS attack needs to be detected before being deviated: this
means that an attack has the potential to inflict many minutes of down-time before being
diverted. Furthermore, this makes the system vulnerable to new types of DDoS techniques,
such as the “Yo-Yo” attack: this type of attack exploits the business model of cloud service
providers by sending high levels of traffic to the client, thus triggering the autoscaling with the
incurring costs, then pausing for a while to let the system scale down, and then sending it
again, and repeating the process over and over, causing costs to ramp up for the victim. This
attack does not seek to bring down the victim’s system per se, but to make its maintenance
financially untenable [20].

1 Automatic detection of malicious traffic requires flow monitoring on the client’s side, and some service
providers offer special appliances for this purpose.
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As the name implies, the always-on solution provides 24/7 protection with no responsibility on
the client’s side. This offers an immediate response to DDoS attacks, but since all the traffic is
routed through the service provider’s scrubbing center, it can add latency for legitimate
applications [21].

Scrubbing centers are used by ISPs to provide their clients with “clean pipe” solutions, which
pass all the traffic through their scrubbers before sending it to their clients. Therefore, it is
recommended that organizations check whether their current ISP is providing anti-DDoS
solutions, which offers easy implementation and quick response time since the traffic is already
being routed through their network. However, ISP scrubbing centers tend to have a lower
bandwidth than third-party scrubbers [22].

If an organization has a low tolerance for allowable downtime, a multi-ISP strategy could be
followed. Quickly switching the ISP network and IP ranges might prove to be an efficient
countermeasure, depending on the attack type. Yet, this adds complexity and costs.

Cloud-based scrubbing center

+ High bandwidth

+ High scalability

+ No in-house skills needed to maintain and configure
+ L3 protection

- No L7 protection

ISP Third-party
+ Easy implementation (if already contracted | + Higher bandwidth
with the ISP)
On-demand Always-on
+ Less costly + Immediate mitigation
- Response latency - More costly

- General latency

4.3 Web Application and API Protection (WAF/WAAP)

Most DDoS mitigation solutions focus on capacity and network layer (L3) inspections but lack
application layer (L7) monitoring. Web Application Firewalls (WAF) serve as reverse-proxies
that protect web applications from malicious traffic by monitoring and blocking HTTP/S
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requests. WAFs with specific API protection features are referred to by the term WAAP (Web
Application and API Protection).

Most WAFs also have basic load-balancing features and integrate threat intelligence feeds
with collections of suspicious IP addresses that could be blocked (e.g. botnet clients, TOR exit
nodes, spammers). A notable benefit of a WAF is the speed at which policies can be modified
in the advent of an attack [23], e.g. blocking requests with a specific user-agent [1]. Many
WAFs provide machine-learning based anomaly detection and can react automatically to
suspicious changes in traffic characteristics. Some WAAP solutions can enforce proper
authorization of requests, e.g., by enforcing valid API keys or access tokens. This provides
strong protection against application layer DDoS attacks, as malicious requests are usually
unauthenticated. Moreover, WAFs in reverse-proxy mode can terminate TLS connections,
allowing them to offload the expensive TLS handshakes from applications. However,
WAF/WAAP solutions are limited to HTTP/S traffic, so other protocols, such as SMTP or VPN,
need alternative protection [24].

WAF solutions can be deployed either as on-premises appliances or as a cloud-based service.
On-premises solutions are useful if the organization does not allow data processing in the
cloud. Also, if there is no cloud data center in proximity to the web server, it can help mitigate
latency. They provide more agency on the client's side, as they allow for unlimited and
customizable policies. However, maintaining an on-premises WAF and defining relevant
policies necessitate in-house expertise and monitoring. Furthermore, in terms of costs,
acquiring the WAF hardware and license can be expensive and difficult to scale [25].

Cloud-based WAFs provides a lot of convenience for the client, notably with pre-configured
policies, less maintenance and high scalability. However, it limits the control the client has
over its own protection and requires trusting the service provider with the monitoring of the
application layer (L7) traffic [23]. Furthermore, costs can ramp up, notably for high-traffic
applications [25].

WAF / WAAP

+ L7 protection
+ Basic L3 protection (load-balancing, IP filtering)

- Only covers web traffic

On-premises WAF /| WAAP Cloud WAF /| WAAP

+ Traffic confidentiality + Convenience

+ Less latency + High scalability

- Low scalability + Attack may be stopped before it reaches

the company network
- Attack reaches the company network
- HTTP traffic monitored by third-party
- In-house skills needed to maintain and
configure
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4.4 Content Delivery Networks (CDN)

Some service providers offer adjacent functionalities to their cloud-based WAF. A notable
example is the Content Delivery Network (CDN): a geographically distributed group of servers
will cache copies of the web server’s content on edge servers, also called “points-of-presence”
(PoPs), to which DNS servers will redirect traffic based on geographical proximity. These
networks help reduce latency by bringing the content closer to the users and perform load
balancing by decentralizing access to the content [26].

Regarding DDoS mitigation, CDNs provide the highest capacity among the proposed market
solutions [22], automatically drop network layer (L3) and transport layer (L4) traffic, instantly
mitigating L3/L4 DDoS attacks, and can be coupled with cloud WAFs to inspect application
layer (L7) traffic [27].

Figure 3: In a CDN network, the main server, here located in Switzerland, is replicated
to multiple PoPs in Europe for quicker access and better load-balancing.

4.5 Remote Triggered Blackhole (RTBH) Filtering

As a last resort, organizations and ISPs may blackhole traffic by re-routing it to a reserved
address space. This method has the advantage of being quick to implement and provide
immediate relief for attacked networks [28]. However, its success relies on the availability of
IP address patterns, e.g., a target server IP address. All traffic flowing to the target is then
dropped at the network edge, preventing the internal network from collapsing. This may allow
other services to be still accessible. However, the targeted server is essentially given up,
because all users, also legitimate ones, are locked out. Finding specific patterns based on the
source IP addresses may be difficult.
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Organizations need to perform a cost-effectiveness calculation to determine whether the
targeted assets are worth defending. If temporary unavailability of the attacked services is
bearable, remote-triggered blackhole filtering may be the best solution for the benefit of other
services in the client’'s network.

4.6 Route Control and Source Authentication (SCION)

In today’s internet, DDoS attacks profit from a fundamental lack of security in routing protocols.
Service providers trying to defend against these attacks fight an uphill battle, not being able to
fix problems inherent in network protocols. Hence researchers argue that internet routing
needs major revision. A prominent example is SCION, an internet architecture that is being
actively researched at ETH Zurich and is rolled out by an increasing number of service
providers.

In its DDoS incident report from June 2023, the National Cyber Security Center (NCSC)
outlined the mitigation capabilities of the SCION Internet architecture against DDoS attacks
[1]. In March 2025, they followed up with a technology review on SCION (only available in
German) [29]. Continuously developed since 2009 by researchers at ETH Zirich, SCION aims
to improve upon the current IP and BGP-based Internet architecture by providing “route
control, failure isolation and explicit trust information for end-to-end communication” [30].
Additionally, SCION possesses a range of built-in properties that help to mitigate DDoS
attacks:

Route Control: Under the current paradigm, the path taken by Internet traffic is dictated by the
network provider, not the user. The former relies on BGP for inter-domain routing decisions.
Unfortunately, this protocol works on the assumption that every edge router advertising its
autonomous system’s (AS) IP range is reliable. This has led to incidents affecting the global
Internet, whether it be BGP route leaks, where misconfigurations have caused traffic to be
redirected through certain AS-es, often causing global slow-downs, or BGP hijacks, where
incorrect routes are leaked maliciously, often to prevent access to certain AS-es [31]. SCION
serves as an alternative to BGP, allowing end hosts to control the path they want their traffic
to pass through and isolate the routing process to trusted AS-es, ensuring that no accident or
malicious entity will interfere with its routing process [30].

IP Spoofing Prevention: IP spoofing is commonly used by DDoS operations, either for masking
the identity of the compromised machines or for launching reflection/amplification attacks.
Standard IP packets only carry information regarding their routes in their lifetime field (IPv4:
time-to-live/IPv6: hop limit); therefore, there is no way of assessing whether the source IP
address is consistent with the path to the destination. On the other hand, in the SCION
architecture, since path information is recorded in the SCION packet, the source address must
be along the path in the packet [32].

Path Reservation: In addition, SCION offers the possibility of path reservation, where a host
can retain some paths and use them for sources that are already authenticated. This
guarantees bandwidth for a set of important legitimate users [32].

While SCION is still actively researched, commercial SCION-based solutions are offered by
an increasing number of companies and Internet Service Providers (ISPs), including the Swiss
ISPs Swisscom, Sunrise, Init7 and SWITCH [33]. Recently, also international providers have
started offering SCION services. Therefore, the Cyber-Defence Campus was able to secure
the connection of the Swiss team during the LockedShields exercise in 2024 all the way from
Switzerland to Tallinn [34]. LockedShields is the world’s largest live-fire cyber-defense

Page 12/18



exercise, organized by the NATO Cooperative Cyber Defence Center of Excellence
(CCDCoE).
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5 General Recommendations

There is no one-size-fits-all approach to DDoS mitigation. Organizations are expected to
conduct their own risk assessment to determine how DDoS attacks may impact the functioning
of their business. This implies understanding the value of their assets, the costs of a successful
DDoS attack on these assets, their current protection against DDoS and the attack trends
against the organization [36]. Usually, the maximum allowable downtime is not the same for
all services. Some of them may tolerate a downtime of hours or even days, while others must
be online continuously. This evaluation helps determine adequate countermeasures for each
organization. Business continuity planning and incident response must include successful
DDoS attack scenarios along with tested plans on how to proceed.

Many organizations have decided to outsource their DDoS mitigation to cloud-based services
or their ISPs, allowing them to offload the need for in-house expertise onto the service provider.
A service provider’s client list may help find a suitable provider, notably in size, sector, or
specialization. Performing stress tests once or regularly helps identifying weak spots. Larger
organizations, e.g., government organizations or ISPs, may have an interest in building their
own scrubbing centers to avoid unnecessary costs, to mitigate latency and to maintain full
control over the incoming traffic.

All organizations, even if they are contracted with a cloud provider, will have to accept a
residual risk of a DDoS attack reaching their network: an attacker may find a way to bypass
redirection protocols (DNS or BGP) or rely on short attacks to disrupt the client’s network
before mitigation becomes effective. It may therefore be beneficial for companies to somewhat
overprovisioning their network and to maintain some degree of local DDoS protection, e.g.
WAFs or specialized appliances.

The Swiss NCSC maintains a list of specific measures to prepare for and counter DDoS
attacks. We recommend companies to use these pages as checklists:

e Measures to counter DDoS attacks
e DDoS attack - what next?
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